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Abstract 

The expansion of wireless communication introduces security vulnerabilities, empha-
sizing the essential need for secure systems that prioritize confidentiality, integrity, 
and other key aspects of data protection. Since computational security acknowledges 
the possibility of breaches when adequate computational resources are available, 
that is why information-theoretic security is being explored, which suggests the exist-
ence of unbreakable cryptographic systems even in the presence of limitless pro-
cessing power. Secret key exchange has traditionally relied on RSA or DH protocols, 
but researchers are now exploring innovative approaches for sharing secret keys 
among wireless network devices, leveraging physical or link layer characteristics. This 
research seeks to revolutionize secure multi-party key acquisition in wireless networks, 
capitalizing on information-theoretic security and collaborative data extraction. The 
proposed secret key generation framework comprehensively organizes and explains 
the information-theoretic aspects of secret key generation within the lower layers 
of wireless networks, especially the link layer, proposes a novel information-theoretic 
SKG framework for the dynamic acquisition of symmetric secret keys, and responds 
to contemporary information security challenges by relying on information-theory 
principles rather than vulnerable mathematical relationships in the post-quantum 
period. A new cryptographic key can be generated using a straightforward method, 
and when it is combined (XORed) with the previous key, it creates a continuously 
changing secret for encryption and decryption. This approach enhances security 
because, as attackers attempt to break the encryption, the system generates fresh, 
dynamic keys, making it progressively more challenging for them to succeed. The 
research work in question integrates key renewal, or how often keys are updated 
(dynamic keys), with a security off-period. It introduces a framework for determin-
ing the best key refresh rate based on the anticipated rate at which keys might be 
compromised. Furthermore, the proposed framework is scalable, allowing new nodes 
to quickly join the existing network. The system was tested with multiple nodes 
equipped with IEEE 802.11 interfaces, which were set in monitor mode to capture 
frames at the link layer. Nodes map their on-time frames onto their Bloom filters. 
Nodes exchange these Bloom filters in a feedback mechanism. Nodes extract those 
frames from their .pcap files, which are present in all Bloom filters; these are common 
frames among all nodes. These frames are used to form a shared secret that is passed 
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to HMAC Key Derivation Function by each node to acquire the final encryption key 
of the required length. The validation of this encryption key is performed using a sim-
ple challenge-response protocol; upon successful validation, encrypted communica-
tion begins. Otherwise, the key generation process is restarted.

Keywords:  Information-theoretic security, One Time Frames, Multi-path fading, 
Principle of reciprocity, Spatial variation, Temporal variation

1  Introduction
The communication world is increasingly becoming wireless due to the rapid adoption 
of wireless and cordless networks in various activities of life. Wireless technologies like 
WiFi, Bluetooth, and WBANs are used for short-range communications, while net-
works like WiMAX, cellular, microwave, and satellite are being used in various indus-
tries for long range [1–3]. However, being widely used, these technologies pose a risk 
of security breaches due to their broadcast nature. Therefore, it is crucial to protect 
these transmissions from both external and internal threats. Secure communication 
system design requires confidentiality, integrity, availability, authentication/authoriza-
tion, and non-repudiation [4]. Presently, there are two schools of thought with respect 
to information security, which address these security features: computational security 
and information-theoretic security. Computational security is also known as condi-
tional security, meaning an adversary with a sufficient amount of computing power can 
breach the cryptosystems which are based on computational security. For instance, DH, 
RSA, and PKI are computationally secure and can be compromised if adversaries have 
large computational resources [5]. Mostly, current solutions focus on security, neglect-
ing resource issues like memory, processing, and bandwidth. Even some SKG solutions 
also neglect these aspects. Information-theoretic security, also known as unconditional 
security, assumes adversaries are not limited in processing power; that is why, cryptosys-
tems based on information theory are unbreakable, even if the attacking system is pro-
vided with adverse processing power. They are secured through information-theoretic 
arguments that exploit natural wireless physical layer communication phenomena in the 
form of random processes, making them suitable for wireless communication systems.

Traditionally, secret keys used for encryption and decryption are exchanged using 
RSA or DH protocols. However, with the rise of wearables, WBANs, and IoTs, tradi-
tional methods are not productive. Researchers are exploring new paradigms for secret 
key sharing among devices in resource-limited ad hoc network scenarios. They proposed 
that natural phenomena from the physical or link layers can be leveraged to establish 
symmetric secret keys between network nodes. Among the pioneer researchers from 
this domain are Hassan et al. [6], Amigo [7], Ensemble [8], Towsly et al. [9], David et al. 
[10], Linh et al. [11], Yara et al. [12], Rushan et al. [13], Nasser et al. [14], François et al. 
[15], Jingqi Zhou [16] who proposed different secret key acquisition schemes while 
exploiting the characteristics of wireless physical or link layer processes.

Among the above-mentioned researches, [6–10] have investigated wireless radio chan-
nels’ physical layer characteristics. They found that wireless nodes can establish identi-
cal secret keys by exploiting channel reciprocity and randomness. Channel reciprocity 
means that eavesdroppers located more than �/2 away from the transmitter or receiver 
cannot access the same symmetric channel state as legitimate nodes. This symmetric 
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state remains identical for a brief period known as the coherence time, emphasizing the 
importance of timely key establishment in secure wireless communication [6–8, 11]. It is 
stated that there is no direct relationship between the proposed scheme and the princi-
ple of channel reciprocity, but rather an indirect one. The principle of channel reciproc-
ity exists at the physical layer, where backward and forward channels remain the same 
for a short period of time (coherence time), during which channel measurements made 
by the transmitter and receiver are identical, but those of eavesdroppers differ from both. 
This characteristic is inherited by the link layer, where nodes within � /2 have a probabil-
ity of precisely listening to exactly the same transmission, but not the eavesdropper, who 
is positioned at different locations. Because it is highly improbable for an eavesdropper 
to be very close to the legitimate receiver within �/2, that is why, it is unlikely for the 
eavesdropper to hear exactly the same transmission as that of the legitimate receiver.

At wireless link layer, it is commonly believed that two nodes cannot hear the exact 
same transmission unless they are within �/2 distance [5, 9, 10, 17–20]. Practical obser-
vations revealed discrepancies due to wireless errors and environmental factors like 
multi-path fading and interference. During experimenting WiFi (2.4 GHz) behavior, it 
was observed, even when nodes are closer than 6.25 cm ( �/2 ), they do not always cap-
ture identical frames. However, they consistently intercept the ACKs and re-transmit-
ted frames. This is because control frames use simpler modulation, and retransmissions 
increase capture probability in feedback scenarios. Thus, for secret key generation, using 
only One Time Frames (OTFs) of data type is recommended [21, 22]. The keys contribu-
tions of the proposed work are 

1.	 This study aims to organize and provide insights into the information-theoretic 
aspects of secret key generation within the physical and link layers processes of wire-
less networks.

2.	 Our proposal includes a complete framework for the acquisition of dynamic sym-
metric secret keys leveraging the random process of frame losses at the link layer.

3.	 A new key can be generated easily using the same method, and when it is XORed 
with the previous key, that creates a dynamic secret for encryption and decryption. 
This key is strong because, as attackers try to crack it, the system keeps generating 
new dynamic keys, making it increasingly difficult for attacker to succeed.

4.	 This research work combines key renewal with the security off-period that helps a 
framework for determining the optimal key refresh rate based on the known key 
compromise rates.

5.	 This innovative framework represents a response to post-quantum information secu-
rity concerns, as it relies on information theory principles rather than potentially vul-
nerable mathematical relationships, which are susceptible to cryptanalysis.

The manuscript is organized into different sections, such as 1-Introduction, 2-SKG 
Principles, Theoretical Basis, and Information-theoretic Perspectives, 3-Secret Key 
Generation Methods, 4-Proposed SKG Method: Information-theoretic Approach , 
5- Experimentation, 6-Protocol for New Node Joining 7-Analysis and Optimization of 
Bloom Filter False Positives, 8-Probabilistic Analysis Frame Loss, 9-Results and Discus-
sion, 10-SKG Comparison, 11-Limitation & Challenges, and 12-Conclusions.
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2 � SKG principles, theoretical basis, and information‑theoretic perspectives
2.1 � Principle

Radio frequency, a frequency range from 20 to 100 GHz, is crucial for transmitting sig-
nals through enclosed mediums like cables or cable-less devices. It combines electric 
and magnetic fields to create a “Radio Wave” that can travel at a speed equal to light (3 
x 108 m/s). The antenna’s receiving sensitivity extracts the signal from noise. Wireless 
networks use these electromagnetic waves to transfer messages, eliminating the need 
for physical connections like wired networks. These waves, also known as radio waves, 
are superimposed on a carrier frequency in wireless communication, allowing data to be 
transferred between wireless nodes. The superimposition of radio signals creates a com-
position of multiple radio frequencies, known as a radio channel or channel.

Wireless communication is a broadcast medium, due to which it is vulnerable to 
attacks. Attackers can eavesdrop radio traffic, monitor and jam signals, and perform 
statistical analysis. However, the wireless medium has been studied for its potential to 
establish symmetric keys between wireless nodes. This is achieved through three basic 
characteristics: temporal variation, spatial variation, and the principle of reciprocity [23]. 
These channel characteristics exist because of multi-path propagation which occurs due 
to multi-path fading, reflection, diffraction, scattering, and shadowing. These character-
istics factors create a baseline for exploiting wireless physical and link layers for informa-
tion-theoretic security [24–26]. Multi-path prorogation occurs when multiple copies of 
the same signal are received by the receiver at different times with varying phases. This 
addition can be destructive, causing a decrease in signal-to-noise ratio (SNR) and mak-
ing radio signal detection more challenging. On the other hand, it can be constructive, 
resulting in better SNR. Furthermore, inter-symbol interference is a direct consequence 
of multi-path propagation [26]. Multi-path fading occurs when a signal is received from 
different paths with varying degrees of delay, causing changes in the relative phase and 
strength of the signal. This can be due to atmospheric changes, mobility caused by the 
transmitter or receiver, or other objects moving in the same environment. Reflection 
occurs when the propagated signal hits a flat surface larger than the signal’s wavelength 
( � ), such as walls, earth surfaces, or buildings. Diffraction occurs when the signal comes 
into contact with the sharp edge of a non-penetrating surface, blocking the signal’s path 
and generating secondary waves. Scattering is the projection of the transmitted signal 
when it hits an obstacle in its path. Large-scale fading also leads to shadowing. With 
the wavelength of IEEE 802.11 (2.4 GHz) being very small, that is, 0.15 m, there is a very 
high chance of these phenomena occurring. This wavelength is calculated in Eq. 1.

All these concepts can be comprehended from Fig. 1. In this figure, we have shown a base 
station and a mobile, but these principles apply to all types of wireless communication.

2.2 � Principle‑I: temporal variation

Temporal variation is a wireless communication phenomenon in which reflection, scat-
tering, and refraction of the channel path happen to be changed due to atmospheric 

(1)� =
c

f
=

3× 108

2.4 × 109
= 0.15m
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changes such as mobility, which may be caused by the transmitter, receiver, or any other 
object that is moving in the same environment. So, the randomness created in this case 
is uncertain or unpredictable, and it can be reaped to generate identical or symmetric 
secret keys at the transmitter and receiver [5, 24]. The use of temporal variation has been 
exercised by [25] for the purpose of authentication [27].

2.2.1 � Principle‑II: spatial variation

If the eavesdropper is away from the transmitter by a distance of �/2 , then it experiences 
a different and uncorrelated version of the same signal compared with the signal that is 
received by the legitimate receiver. This difference in the observations of the same signal 
is due to multi-path fading. This feature has been claimed to be used for the acquisition 
of alike secret keys between a legitimate transmitter and a receiver [5, 24]. This charac-
teristic of radio channels has been used in wireless systems for authentication algorithms 
as well [25].

2.2.2 � Principle‑III: principle of reciprocity

It states that the state of a multi-path fading channel remains the same at the wireless 
transmitter and receiver for a short instance of time that is termed “coherence time” 
in literature. But this state is observed non-symmetric (or different) at the eavesdrop-
per site when compared with the observations made at legitimate receiver nodes. So, 
symmetric observations made by transmitting and receiving nodes can be leveraged to 
establish identical secret keys between them. This principle of channel reciprocity is fea-
sible only in Time-Division Duplex Systems (TDD). In these systems, channel measure-
ments can be made simultaneously. These measurements remain the same at both nodes 
(the transmitter and receiver) in the TDD system. But in systems where these measure-
ments cannot be made simultaneously, channel observations (or measurements) remain 
no more symmetric. In such scenarios, to mitigate the effects of factors concerning non-
simultaneous measurements or mismatches, different signal pre-processing techniques 

Fig. 1  Multi-path Fading. This figure demonstrates how signals reach their destination by striking, reflecting, 
and penetrating different objects
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like interpolation, filtering, and noise cancellation are used to improve the cross-corre-
lation between transmitted and received signals [5, 24]. One of the studies that advocate 
this principle for secret key generation is [27]. The randomness that exists at the physical 
layer is inherited by the link layer. This concept has been used in different researches for 
establishing symmetric or identical secret keys between two or multiple nodes in differ-
ent scenarios of wireless networks [9, 28, 29].

2.3 � Theoretical basis for proposed SKG

At the wireless link layer, principle of spatial variation, temporal variation, and principle 
of reciprocity are inherited and applicable at frames. The concept gives rise to a phe-
nomenon that states, “it is not possible for the eavesdropper to listen the transmission 
between a legitimate transmitter and a receiver without error for a very long period of 
time, provided the eavesdropper is away from the transmitter by a distance of  �/2 ”. It 
implies that two nodes distanced by �/2 cannot hear exactly the same transmission tak-
ing place in their range. But they share significant number of frames. The reason behind 
this incapability is the impossibility of two nodes being located at the same place at the 
same time. Due to this, they receive and drop different sets of wireless frames that are 
flying in the air. It has already been reported that the adversary who is eavesdrops the 
wireless link layer frames drops the first frame within a very short period of time that is 
less than 0.5 s. Such frame dropping is because of inevitable losses in wireless transmis-
sions, which are the direct result of the erroneous nature of the wireless transmission 
medium [9]. We verified validity of the first frame loss reported in [9]. We made different 
transmissions with variable sizes of IEEE 802.11 frames. We found that the first frame 
was lost within half a second. These results are shown in Fig. 2.

From this fact, it can be concluded that if the transmitting and receiving nodes are 
provided with the capability to exchange knowledge of the correctly received frames 
without leaking information about them, then these transmitting and receiving nodes, 
based on their common frames, can generate identical secret keys. Fortunately, there 

Fig. 2  When First Frame Lost. The figure presents results for different MTUs of frames and their time of loss, 
observed to be less than 0.5 s
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exists an Oracle, which is a probabilistic data structure that can provide such a capabil-
ity to wireless nodes. From the detailed review of probabilistic data structures, we came 
to know that wireless nodes, with the help of Bloom filters [30], can efficiently exchange 
the knowledge of their captured frames in a very compact manner with very little or 
no information leakage to an adversary [31–33]. Moreover, for the first time, these data 
structures were proposed by Hannes et al. [34] in the context of web engineering to find 
pages that are associated with comments saved at “Common-Knowledge Server” [35].

2.4 � Information‑theoretic support

The computationally secure systems like DES, RSA, DH, and AES demand impractical 
processing power for breaches, relying on unsolvable hard problems, and their effective-
ness depends on limited adversary resources. Cryptographic research often emphasizes 
computational security, but the ideal computational model remains unproven [36]. On 
the other hand, information-theoretically secure systems, exemplified by the One-Time-
Pad (OTP), rooted in information theory, remain resistant to attacks with unlimited 
computing resources [37, 38]. This is the reason, our research advocates the practical-
ity of information-theoretic approaches, proposing their application in wireless lower 
layers for developing secure crypto-systems. The purpose of adding this section to the 
manuscript is to create a link between information theory, information-theoretic secu-
rity, and wireless communication. The section proves the authenticity of proposed secret 
key generation framework from the perspective of information-theoretic security under 
wireless communication systems. It lays down a solid baseline for accepting the fact that 
the wireless communication processes at lower layers of the network stack (physical and 
data link layers) can be exploited for establishing a cost-effective secret key sharing solu-
tion for low-resource scenarios. The section starts with the contributions of renowned 
researchers who played a valuable role in the direction of wireless information-theoretic 
security, the secret key sharing.

2.4.1 � Claude E. Shannon 1949

In the early days of information theory, information-theoretic security was considered to 
be impractical because the model presented by Claude E. Shannon was hard to achieve 
[39]. It was a simple communication model that consists of Alice, Bob, and an eaves-
dropper Eave, as shown in Fig. 3.

According to Shannon’s model, the system is perfectly secure if it meets the following 
condition of information theory, given in Eq. 2.

In Eq.  2, I(.,.) is the mutual information and M is the message. This means that the 
mutual information between the message and its cipher is zero. In other words, the 
eavesdropper having access to cipher C is unable to know Message M. This system can 
only be designed if and only if H(K ) ≥ H(M) ; it means the entropy or length of the Key 
K should be greater than the length of the message M or equal to it. This is only possible 
with Vernam One-Time-Pad [40]. Due to these conditions, Shannon’s model of perfect 
secrecy could not gain much popularity at that time. Moreover, his assumption of noise-
less channels made it further less attractive.

(2)I(M;C) = 0
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2.4.2 � A. D.Wyner 1974

A. D. Wyner did not accept the noiseless assumption of communication channels that 
was made by Shannon. Wyner proposed the concept of a noisy channel named wiretap 
channel [41]. It can be elaborated more specifically if we take J as the transmitted signal 
by Alice, K, L as the received versions of J at Bob and Eavesdropper, respectively. If this 
is the case, then J-K-L forms a Markov chain. Furthermore, Wyner slightly relaxed the 
assumption of perfect secrecy with the assumption that some information can be leaked 
at the eavesdropper. But the information leakage ( ILeak ) may approach zero when this 
information is normalized by the total block size of the transmitted information. It can 
be expressed as given in Eq. 3.

Here N is the total length of the message block, and L is the observation of the wire-
tap channel that is made by Eave. Similarly, Wyner also gave the secrecy rate called the 
capacity of the wiretap channel, which is given by Eq. 4. This secrecy rate, or capacity 
(C), is the measure of secret bits per channel, observation, or measurement. It can also 
refer to secrets bits per second and is evaluated using Eq. 4.

In Eq. 4, PJ represents the probability distribution function of the transmitted signal J 
and I(.; .) is the way in information theory to represent the mutual information between 
two signals that are transmitted and received. This model proves that we can acquire a 
positive secrecy rate without having the shared cryptographic keys in advance.

2.4.3 � Choeng et al. in 1978

These wiretap channels can be created using the AWGN channel model proposed by 
Choeng et al. in 1978 [42]. AWGN is one of the simple communication models that pro-
vides a natural extension or application of Wyner’s wiretap channel. The concept of using 
a wiretap channel is a scenario in which the sender encodes his private information in 
such a way that the intended legitimate recipient can extract meaningful information 

(3)ILeak =
1

N
I(M; L) = 0

(4)C = MaxPJ I(J ;K )− I(J ; L)

Fig. 3  Shannon model. This figure outlines the communication model assumed by Claude E. Shannon, 
consisting of Alice, Bob, and Eve. According to Shannon, the crypto-system is secure if H(Key) ≥ H(Message)
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from it correctly, but not the adversary. There are so many ways to create this phenom-
enon. For instance, if the sender knows in advance the sensitivity of the eavesdropper 
and legitimate receiver to receive the signal, he can send a message whose RSS value is 
higher than that of the legitimate user but lower than that of the adversary. In this sce-
nario, the legitimate user can decode this message correctly, but not the eavesdropper. 
The reason for such incapability is that for a legitimate user, the encoded message acts 
as the intended one, but for the eavesdropper, the same message acts as noise. In this 
way, a message is securely received and decoded by the legitimate receiver. This means 
that whenever the SNR of the adversary is less than the SNR of the legitimate receiver, 
the encoded message will not be comprehended by the eavesdropper. We also believe 
the removal of the noiseless assumption of the Shannon channel model is important 
concerning practical scenarios. In reality, we observe that wireless channels are prone 
to error. That is why the model proposed by Choeng et al. [42] in 1978 is an informa-
tion-theoretically secure communication model. It consists of two channels; the first is 
the main channel that exists between two legitimate nodes (Alice-Bob) and is expressed 
using Eq. 5.

The second channel is the wiretap channel that exists between legitimate and adversary 
nodes (Alice-Eave, Bob-Eave) and is modeled as Eq. 6.

Main and wiretap channels are modeled as i.i.d random processes. The outputs of these 
processes are those random variables whose measurements can generate a common or 
shared secret key between Alice and Bob. But this key will differ from the one that is 
computed at Eave. More specifically, it can be realized that if noise at the main and wire-
tap channels is treated as a result of some random process, then it is i.i.d over the main 
and wiretap channels. Under some transmission power W with which the signal is trans-
mitted, the maximum secrecy rate can be expressed using Eq. 7.

where CAWGN represents the secrecy capacity in an AWGN channel, Cmain is the capac-
ity of the main channel, Cwiretap is the capacity of the wiretap channel, W  is the transmit 
power, σ 2

1  is the variance of the main channel noise, and σ 2
2  is the variance of the wiretap 

channel noise. [ 12 log(1+
W

σ 2
1

)] is the rate of secret bit generation (secrecy rate) at the 

main channel. Similarly, the secrecy rate of the wiretap channel can be represented by 
[ 12 log(1+

W

σ 2
1+σ 2

2

)] . This implies that a positive secrecy rate can be attained whenever the 

SNR of the eavesdropper is below the SNR of the legitimate receiver. This equation cal-
culates the secrecy capacity by taking the difference between the capacity of the main 

(5)Cmain =
1

2
log

(

1+
W

σ 2
1

)

(6)Cwiretap =
1

2
log

(

1+
W

σ 2
1 + σ 2

2

)

(7)

CAWGN = Cmain − Cwiretap

CAWGN =

[

1

2
log

(

1+
W

σ 2
1

)]

−

[

1

2
log

(

1+
W

σ 2
1 + σ 2

2

)]
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channel and the capacity of the wiretap channel. It measures how much secret informa-
tion can be reliably transmitted over the main channel while keeping the wiretapper’s 
information leakage minimal. Beside that it is well-known that differences in entropy are 
useful to expressing them mutual information H(J )−H(J |K ) = I(J ;K ) . If J  is the trans-
mitted signal and K  , L are its observations at eavesdropper and legitimate receiver, 
respectively, then we can express mutual information between legitimate transmitter 
and receiver in the presence of an eavesdropper as 
I(J ;K |L) = H(J |K )−H(J |K , L) = H(J |L)−H(J |K ) . Since J  is conditionally independ-
ent on L given K  then mutual information expression can be rephrased as 
I(J ;K |L) = H(J |L)−H(J |K , L) , which implies that L provides no additional informa-
tion about J  when K  is measured. So, in this case, I(J ;K |L) = 0 , indicates that knowing 
L provides no additional information about J  beyond what is already known from K  . But 
at link layer where the frames losses are independent at legitimate receiver and eaves-
dropper, which are transmitted by the transmitter, in the scenario where the eavesdrop-
per has limited knowledge about the frames received by Bob or the frames transmitted 
by Alice such as at link layer where the frames losses are independent at legitimate 
receiver and eavesdropper, which are transmitted by the transmitter, we express mutual 
information expression as I(J ;K |L) ≤ 1− ǫ , where L represents the frames captured by 
the eavesdropper. Here, ǫ indicates the degree of uncertainty or information leakage to 
the eavesdropper. A smaller ǫ implies greater privacy in the communication between 
Alice and Bob.

2.4.4 � Csiszar and Korner in 1978

Csiszar and Korner in their study toward transmitting confidential messages over the 
broadcast channel, further extended the work of Wyner, but they removed the assump-
tion of wiretap channel [43]. Their research is highly suitable for wireless channels where 
a transmitter uses a transmission medium that is inherently public or broadcast in 
nature, and the transmitted message is received by the legitimate node as well as by the 
adversary. Thus, if J is a transmission made by a legitimate node (Alice) and K, L are the 
received versions of this transmission at honest user (Bob) and an eavesdropper (Eave), 
then the secrecy rate Cs can be given as Eq. 8

Because J-K-L is a Markov chain, that is why main and eavesdropper channels are 
AWGN. So, it is highly probable to transmit the secret bits from Alice to Bob whenever 
Bob’s SNR is better than Eave’s.

2.4.5 � Maurer, Csiszar 1990–2006

For a long period, Shannon’s notion of a perfectly secure crypto-system was considered 
unrealistic, and it did not gain popularity. But the 1990s was the time when Maurer, in 
his outstanding research work, knocked out Wyner’s wiretap channel model. He criti-
cized that Wyner’s model cannot be implemented in a real environment [44]. Logically, 
in practical scenarios, it is difficult to know the signal receiving sensitivity of the attacker 
in advance. He supported Shannon’s notion of a perfectly secure communication sys-
tem. Maurer proposed that a common secret can be shared between two wireless nodes 

(8)Cs = MaxPJ I(J ;K )− I(J ; L)



Page 11 of 39Bhatti et al. J Wireless Com Network         (2024) 2024:66 	

even if the channel observed by the eavesdropper is equally good or even healthier than 
the channel that exists between two legitimate nodes (e.g., Alice and Bob). His model 
for secure secret key acquisition is based on the commonly correlated randomness 
that exists between the wireless transmitter and receiver. This shared randomness can 
be exploited to acquire a symmetric key at Alice and Bob in wireless setups. Maurer 
work was equally acknowledged by Ashlewede, Csizer, and Naryan for computing the 
secret key rate or secret key capacity in wireless domains [45, 46]. The model used by 
these authors consists of two legitimate nodes and one malicious node. This model is 
based on the commonly correlated randomness that exists inherently between two 
wireless devices. But it decorrelates instantly. More precisely, it exists only for a very 
small amount of time known as co-coherence time. It is independently distributed at 
legitimate and malicious nodes due to the spatial and temporal variations that exist in 
the state of a radio channel (path). These variations are the effects of multi-path fad-
ing, reflection, diffraction, scattering, and shadowing. These phenomena are already 
discussed in Sect.  2. If the transmitter (Alice) and receiver (Bob) measure their chan-
nels within coherence time, then their observations will be alike due to reciprocity, 
but the eavesdropper’s (Eave) observation will be different. This means Alice and Bob 
can agree upon a common key, but Eve cannot do this. Information-theoretically, we 
shall see how these authors proposed this model to acquire the symmetric keys at the 
two legitimate nodes in the presence of an eavesdropper. So let us take two legitimate 
nodes, Alice and Bob, and one malicious node, Eave (eavesdropper). Let n observations 
made by Alice be {J1, J2, J3 . . . Jn} = J  , Bob’s are {K1,K2,K3 . . .Kn} = K  and Eave’s are 
{L1, L2, L3 . . .Ln} = L . These are the observations of i.i.d random variables J, K, and L. At 
any instance of time, the observations Ji and Ki are statistically highly dependent or cor-
related if they are measured within the coherence time. But these observations instantly 
decorrelate and are not observed symmetric by Eave due to the effects of multi-path 
propagation. If Alice and Bob exchange some message symbols with the help of com-
munication system X, then based on dependent observation of the channel, Alice and 
Bob can generate a symmetric secret key S = {S1, S2, S3 . . . Sn} . If this is the case, then 
according to information theory, this system must hold the following four properties of 
information-theoretic security, which are discussed in the subsequent subsection.

2.5 � Information‑theoretic arguments

2.5.1 � Property 1: P(S = Sa = Sb ≥ 1− ǫ)

If there exist two functions such that fa(Jn,X) → Sa and fb(Kn,X) → Sb , then this 
implies they could generate symmetric secret keys Sa and Sb from the commonly 
observed randomness. This means that for any ǫ , there is a high probability that the con-
dition P(Sa = Sb = K ≥ 1− ǫ) will be satisfied. It is worth mentioning that in mathe-
matics, ǫ represents a very small number, better understood as infinitesimally small. To 
gain a better understanding of ǫ , it is stated that ǫ is less than any real number, but not 
exactly zero at the same time [47, 48].

2.5.2 � Property 2: H(S) ≥ log |S| − ǫ

Another important property concerning information-theoretic security exhibited by 
such communication models is that any key instance Si obtained in each observation 
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or measurement has no dependency over the past generated instances of the secret key. 
Moreover, the acquired symmetric key Si at both sides (Alice and Bob) is uniformly dis-
tributed over the entire key range or length of the secret key {S1, S2, S3 . . . Sn} ∈ K .

2.5.3 � Property 3: H(S) ≥ n(R − ǫ)

A further property held here is that a reasonable number of secret bits can be obtained 
per channel observation. This is also called the secrecy rate R or secret key capacity. 
Moreover, the bits acquired are highly random in nature.

2.5.4 � Property 4: 1
n
H(S) ≥ n(R − ǫ)

This property states that if a large number of observations are made over the trans-
mission of a large message of size n, then the secret key S of a reasonable size can be 
acquired. Moreover, for sufficiently large n, the generated key leaks no or very little 
information to the eavesdropper, that is, I(S,X) = ǫ or 0.

2.5.5 � Property 5: I(S; X) ≤ ǫ

Finally, these communication systems claim that for the eavesdropper, it is difficult to 
extract knowledge about the secret key from the communication system. This implies 
that Eve knows nothing about the secret key or knows too little to have complete infor-
mation about the entire length of the key.

Because communication processes occurring at the link and physical layers of the 
wireless transmission system are random, their observations or measurements are mod-
eled as i.i.d. random variables that form Markov chains. From this model, secret key 
capacity or secrecy rate (secret bits per observation) can be defined using the following 
Eq. 9:

Therefore, due to these properties, information-theoretically secure cryptographic sys-
tems are difficult to break for adversaries, regardless of how much computing power 
they possess. Wireless communication at physical and link layer is suitable to share 
secret keys using shared randomness that exist in different forms such as “channel state 
information” at physical layer and in the form frames at the link layer whose loss and 
reception at two nodes are identically independent and distributed reception is identi-
cally distributed and can be modelled as random variables.

3 � Related secret key generation methods
It is believed that discussing physical and link layer approaches for generating symmetric 
keys in wireless networks can greatly help readers understand the SKG model. So, in 
this section, secret key generation from sources like RSS/RSSI, CIR, CFR, channel phase, 
amplitude/gain, AOA, TOA, and BER is discussed.

3.1 � Physical layer

In the literature, multiple secret key generation methods are proposed that are based 
on the characteristics of wireless channels and successfully acquire information-theo-
retic security. These techniques capitalize on inherent shared randomness, reciprocity, 

(9)Key Capacity = R(J ;K |L) = min[I(J ;K ), I(J ;K |L)]
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and spatial-temporal decorrelation within fading channels. This unique characteristic 
ensures that the fading experienced by attackers differs from that of legitimate users. 
Wireless physical layer secret key generation techniques are extensively investigated 
using wireless channels as they offer simple, lightweight security solutions for wireless 
communication systems. The channel-based secret key acquisition techniques exploit 
channel reciprocity, spatial decorrelation, and temporal variation of wireless channels, 
enabling two legitimate users to generate and update secret keys using steps like chan-
nel estimation, quantization, information reconciliation, privacy amplification, and key 
validation. However, in wireless frequency division duplex systems, the principle of 
channel reciprocity does not hold due to differences in the observations of uplink and 
downlink channels as they experience different fading. This results in a discrepancy 
between the uplink and downlink channels, making the shared random sources such as 
RSS, CIR, and CFR significantly different from those in TDD systems. Various research 
efforts have been made to address these issues. For instance, leveraging spatial reciproc-
ity, some research studies have focused on frequency-independent parameters for secret 
key generation. In one of the SKG approaches that use wireless channels, the angle and 
delay of each path were used to generate shared keys. Another approach used the chan-
nel covariance matrix’s slow variability while proposing a SKG technique based on the 
eigenvectors of this matrix. However, despite their effectiveness, these SKG solutions 
often involve complex path extraction algorithms in addition to specific antenna config-
urations, which are impractical for low-power devices. Additionally, a loopback mecha-
nism-based SKG scheme was suggested. However, this method is vulnerable to attacks 
by passive eavesdroppers, raising security concerns [49].

3.1.1 � SKG from channel state information (CSI)

Channel state information is a superior parameter for acquiring symmetric secret keys 
due to its large amount of information about the radio channel. Its most valuable parts 
are Channel Impulse Response (CIR) and Channel Frequency Response (CFR), which 
study channel effects in the time and frequency domains, respectively [5]. Hassan et al. 
[6] research is one of the earliest works in this direction, which proposed to establish 
shared secret keys from the differential of channel phases. Phase-based SKG is advo-
cated based on research findings reported by Ren et al. [24]. The research claimed that 
the radio signal phase is uniformly distributed over 360o , resisting path power loss. Cur-
rent hardware devices allow for fine-grained channel phase estimation, resulting in a 
high key generation rate. These estimated phases can be combined to investigate group-
key solutions. But at the same time, it cannot be ignored that phase-based SKG schemes 
are more hypersensitive to noise, synchronous clock drifts, and frequency shifts (offsets) 
at the receiver. Other techniques based on the phase of the radio signal are ProxiMate 
[50], Qian et  al. [51], and Cheng et  al. [27]. AOA, or the angle of arrival, is the angle 
from which a signal is received at a receiver’s antenna in a wireless radio system. The 
SKG scheme, proposed by Badawy et al. [52], estimates AOA for symmetric key acquisi-
tion. The authors found that two angles estimated from a common reference point are 
equivalent at both nodes, indicating high accuracy even at lower signal-to-noise ratios. 
The channel gain is a complex number. It is the magnitude of the attenuation of a radio 
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signal. The popular techniques that are based on channel reciprocity and exploit the gain 
of a wireless radio channel are [53–56].

3.1.2 � SKG from RSS/RSSI

RSS is the amount of energy in the signal a receiver receives from the transmitter. RSS-
based SKG techniques involve sender and receiver exchanging symbols and recording 
RSS values at different intervals. Once sufficient RSS values are collected, secret key bits 
are created using Eq. 10.

In Eq. 10, x is the sample value; e is the undefined state; and t+ and t− are the upper and 
lower thresholds of the quantization method. Multiple RSS-based SKG schemes have 
been proposed in the literature. Among the pioneers, Jana et al. [23] used common ran-
domness to establish a symmetric key between two wireless nodes, proving the existence 
of shared randomness at the transmitter and receiver. They concluded that the entropy 
of secret bits acquired using RSS can be increased through mobility or channel varia-
tion. Ensemble, a combination of DH and Amigo, is a good secret key sharing and device 
authentication protocol. They used the RSS values of wireless radio signals to achieve 
key sharing and device authentication based on proximity. Ensemble [8] aimed to 
answer the question “Are we close to each other?” and focused on handheld devices like 
mobiles and smartphones. It is a combination of DH [57] and Amigo [7]. Jeff and Tsouri 
investigated the RSS parameter of wireless signals to generate identical secret keys in 
wireless body-worn (WBAN) devices. They proposed measuring RSS values at the trans-
mitter and receiver through packets sent and received in a feedback mechanism such 
as ACK (acknowledgment) of ARQ protocols. Taha et al. [58] exploited the RSS feature 
using mobile scenarios of WBAN devices, believing that mobility is one of the sources to 
achieve more uncertainty and randomness in RSS-based SKG solutions. This random-
ness results in the projection of more resistance for adversaries, who aim to guess the 
bits of security keys used by two BAN devices for encryption and decryption purposes. 
Van Torre [59] suggests RSS-based secret key acquisition. Katerina et al. [60] proposed a 
new idea for secret exchange. They suggested that if a secret is transmitted with a signal-
to-noise ratio (SNR) greater than the SNR of the legitimate transmitter but less than the 
eavesdropper’s, then a legitimate transmitter can decode it, but not the eavesdropper. 
This is because the message behaves as noise for the eavesdropper receiver. Theoreti-
cally, it looks attractive, but practically, it is hard to know the attacker’s SNR in advance.

3.1.3 � SKG from BER

The bit error rate (BER) is the rate at which errors occur in digital communication. 
Kitano et  al. [61] proposed that fluctuations in BER can be exploited for acquiring 
symmetric keys between two wireless nodes. They successfully generated 128 secret 
bits from 138 observations of BER, with ten values of BER ignored as erroneous. The 
researchers also found that other parameters like phase, amplitude, and AOA can also be 
used to acquire symmetric keys.

(10)T (m) =







1, if x > t+;

0, if x < t−;

e, else
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3.1.4 � UCFH‑based techniques

Un-Coordinated Frequency Hopping (UCFH) is a modified form of FHSS that 
addresses secret sharing issues in the presence of jammers. In UCFH, nodes com-
municate messages without knowing the pattern of frequency hopping in advance. 
The transmitter and receiver randomly hop over the available range of frequencies, 
arriving at points where secret bits are successfully received by the receiver. These 
points can be used to transmit secret keys. However, this technique has a problem 
as it requires a lot of retransmissions in a feedback channel, which can take a long 
time for complete message exchange. Strasser et al. [62] divided the bigger DH mes-
sage (DH Key) M into smaller chunks of bits called fragments fi in such a way that 
fi = fi + hash(fi+1) , means frame fi is concatenated with the hash of frame fi+1 . The 
transmitter node transmits these smaller messages using UCFH on a feedback chan-
nel. The receiver receives these smaller messages and using pre-shared hash function 
generates the original DH message. This original message is actually the DH secret key 
that was sent by transmitter in small chunks. This improvement decreases the frames’ 
retransmissions. But, still, this technique results in the degradation of efficiency and 
overall performance of the network [63]. We also believe, this scheme is not appropri-
ate for the battery-powered wireless devices because it may drain the battery quickly 
due to such large number of retransmissions. Other researchers who contributed in 
this area are [62], Liu et al. [64] Manjola et al. [65], Sona et al. [66]. Naive fragmen-
tation of the DH message into smaller chunks in UCFH (Uncoordinated Frequency 
Hopping) scenario used for secret sharing in the presence of jammer may lead to a 
DOS attack. The reason for such a denial of service is the application-level signature 
verification that is carried out for every candidate message.

3.2 � Link layer

One of the most popular areas for the extraction of secret keys is the wireless MAC/
Link layer. Different researchers have proposed various approaches for acquiring 
similar secret keys. Well-known researchers among them are I. Safaka, Christina 
Fragouli, Katrina Agyraki, and Suhas Diggavi, who have all made significant contri-
butions to the process of establishing secret keys by harnessing wireless MAC layer 
frames. This is an active research team from AT &T, whereas S. Mathur is at WIN-
Labs. Likewise, this list also includes the writers of Elsabagh et al. [67], Towsley et al. 
[9], and Yara et  al. [12]. Towsley et  al. [9] pioneered dynamic secret generation for 
secure communication using OTF windows. Their technique links secret key updates 
with communication, resulting in fast renewals with minimal bandwidth, storage, 
and processing overheads. They exploited the SAW protocol as a link layer feedback 
mechanism to generate symmetric secret keys. Yaha et  al. [68] first assumed corre-
lated receiver and eavesdropper channels in feedback ARQ systems, using the SAW 
protocol for OTF windows and the universal hash function to acquire high-entropy 
symmetric secret keys. Similarly, Iris et al. [28] made use of feedback mechanisms in 
wireless communication for establishing the pairwise as well as the group secret keys. 
Other researchers who proposed to acquire secret keys from the wireless MAC layer 
frames are [29, 69, 70].
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4 � Proposed method: information‑theoretic SKG model
In an era where wireless communication is ubiquitous, the security of transmitted data 
remains paramount. Traditional cryptographic methods often rely on pre-shared keys or 
centralized authorities, which may not be scalable or resilient against emerging threats. 
In light of this, our research aims to propose an innovative solution for multi-party 
secret key acquisition, capitalizing on the principles of information-theoretic security 
within wireless networks. The primary objective of this proposed model of SKG is to 
design, implement, and evaluate a robust multi-party secret key generation scheme that 
harnesses the inherent characteristics of wireless communication. By exploiting the phe-
nomenon that no two nodes can hear the same information if they are distanced by �/2, 
we intend to establish a secure and scalable framework for secret key acquisition among 
multiple parties in the wireless domain.

The proposed SKG model consists of (i) sniffing, (ii) bloom filter population, exchange, 
intersection, (iii) key extraction, (iv) key validation, and (v) renewal, as shown in Fig. 4.

4.1 � Frames capturing

Wireless networks use sniffing, tapping, and capturing to listen to wired or wireless 
frames from networks. Wireless adapters can work in three modes: network mode (nor-
mal mode), promiscuous mode, and monitor mode. Network mode, or normal mode, 
allows wireless nodes to capture only packets destined to their network. Promiscuous 
Mode captures all frames belonging to the network but does not contain radio or physi-
cal layer information. This mode is easily available in Microsoft Windows and Linux-
based operating systems. Monitor Mode is set in Linux-based operating systems, but is 
not easily available in Microsoft Windows. Kali Linux is a popular choice for this pur-
pose, as it captures 802.11 frames at the link layer with complete information and radio 
information. This mode is suitable for conducting research and investigation at almost 
all layers of the network stack, except for the physical layer, which only renders partial 
information. Two nodes were set in the normal mode to send and receive a file in the 
feed-back mechanism, which is TCP using socket programming. Other nodes were set 
in monitor mode to capture all frames from the air in.pcap files. We used WireShark and 
tcpdump, both of which have almost the same level of performance. The.pcap files were 
processed, and the one-time data frames (OTF) exchanged between sender and receiver 
were obtained.

Fig. 4  SKG Stages. The figure illustrates that the proposed SKG model comprises the following stages: (i) 
sniffing, (ii) bloom filter population, (iii) exchange of bloom filters, (iv) intersection of bloom filters, (v) key 
extraction, (vi) key validation, (vii) encrypted communication, and (viii) key renewal
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4.2 � Inserting OTFs in bloom filter

4.2.1 � Bloom filter

Probabilistic data structures offer memory-efficient solutions for handling large data 
volumes. In wireless communication, they can be used to handle a large number of 
networks. They provide approximate answers compared to deterministic structures 
[71]. The Bloom filter is a compact probabilistic data structure that is used for mem-
bership queries, meaning whether a data item is present in a set or not. It operates as 
a bit-array and does not support element modification or deletion. Being small in size, 
it can be implemented in hardware and software and even transmitted in IP packet 
headers. Despite being limited by false positives, it is extensively being used in net-
work security applications [32]. The false positives can be fixed to a tolerable thresh-
old at the cost of negligible memory bytes. The false positive rate is significant and 
can be computed using Eq. 11 [33].

In the present scenario, ’k’ is the number of hash functions, ’m’ is the size of the Bloom 
filter, and ’n’ is the number of frames to be inserted. Adjusting ’k’ and ’m’, false positives 
can be significantly reduced [72]. Thus, if the given input size of frames is ’n’ and the 
desired false positive rate is FPR, then the estimated number of hash functions ’k’ and 
length/size of the Bloom filter can be derived from Eqs. 12 and 13, respectively.

For the optimal value of k, the false-positive-rate is given by Eq. 14.

The derivation of these equations is not the purpose of this study but can be examined 
from Mitzenmacher and others [31, 73]. Equation (14) shows that the value of K must be 
an integer less than the optimal to lessen the processing overheads because the length m 
of Bloom filter B[] grows higher as the number of elements to be inserted increases [73, 
74]. Since the Bloom filters aim to reduce disk space usage and query time, they require 
faster hash functions like Murmur and FNV over slower MD5 and SHA hashes. Alterna-
tives like HashMix and Jenkins have efficient solutions and security domain applications. 
[75].

4.2.2 � Insertion and exchange

The one-time data frames (OTFs) filtered in the sniffing stage were inserted in the 
Bloom filter. Each node exchanged their Bloom filters with one another using reliable 
protocols such as TCP. Each node queried its captured OTFs, and the frames that 
mapped on all Bloom filters were separated.

(11)PFP =

(

1− (1− 1/m)kn
)k

≈

(
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)k

(12)k = log 2×m/n
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2
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4.3 � Symmetric key extraction

Each common frame was passed to the shared universal hash function; the outputs were 
XORed to the shared secret. The shared secret as an input is passed to the HMAC-based 
Extract-and-Expand Key Derivation Function (HKDF) to generate a 128/256-bit sym-
metric key [76]. This symmetric is used for encrypted communication between nodes A, 
B, and C using a block cipher like AES.

4.4 � Symmetric key validation

Challenge/response protocols are used for validating the symmetric keys and are dis-
cussed in detail in a later section named Experimentation-5.

5 � Experimentation
We considered the deployment of a controlled experimental setup involving six IEEE 
802.11 nodes in an ad hoc mode. Two nodes were given the task of transmitting and 
receiving a designated file using WiFi data frames. Three were configured to operate in 
monitor mode [77, 78], enabling the interception and analysis of WiFi frames exchanged 
exclusively between the transmitting nodes for group key acquisition, and one node acts 
as an attacker that attempted to acquire the same key as the other three legitimate nodes. 
The information about devices used in the experimentation is given in Table 1.

To achieve multi-party secret key acquisition, each monitoring node captures 
frames and stores them in the Bloom filter. Three nodes that are designated to acquire 
an identical symmetric key by exchanging their Bloom filters with one another lay 
the foundation for shared data extraction. Frames that are successfully queried at all 
Bloom filters are used as sources of shared secret. Bloom filters are shared publicly, 
yet they possess an irreversible nature, making them resistant to reverse engineer-
ing even when accessed by potential attackers. The attacker’s capability is limited to 
query operations, preventing their ability to extract specific elements from the Bloom 

Table 1  Specification of WiFi adapters

Sr. No Device IEEE 802.11 USB ports Gain/sensitivity

1 Dell D620 (Latitude),Kali Linux, Processor (Intel 1.83GHz 
(core 2 Dou)), RAM (2GB DDR2 SDRAM)), Hard Disk 
(5400RPM ,160 GB SATA)

a/b/g 4 Tx-Power 15 dBm

2 Compaq 610,Kali Linux,Processor (Intel 2GHz (Core 2 
Dou)), RAM (800MHz, DDR2, (2GB)), Hard Disk (5400RPM 
,80GB)

b/g/n 3 Tx-Power 20 dBm

3 Compaq 6710b, Kali Linux, Processor (Intel 2.4GHz 
(Core 2 Dou)), RAM (800MHz, DDR2, (1GB)), Hard Disk 
(7200RPM ,80GB)

a/b/g/n 4 Tx-Power 14 dBm

4 Haier 7G5H, Kali Linux, Processor (Intel 2.4GHz (Core i3 
4Generation)), RAM (4GB), Hard Disk (7200RPM,500GB)

802.11 b/g/n 4 Tx-Power 16 dBm

5 Alpha AWUS036NH b/g/n NA -92 dBm(802.11 
b),-76 dBm (802.11 
g)

6 Alpha AWUS036H b/g NA 5dBi Antenna

7 LB-Link BL-WN150AH b/g/n NA 5dBi Antenna

8 Operating Systems: Kali Linux, AirCrackNG, tcpdump, 
WireShark, Python, MySQL

NA NA NA
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filter. Notably, the absence of a single frame in the attacker’s query can suffice to gen-
erate a shared secret, particularly if the omitted frame is commonly shared among 
legitimate groups of nodes.

Our proposed SKG protocol hinges on the identification of a set of frames that 
are consistently present in the Bloom filters of all participating nodes. This common 
Bloom filter is the intersecting point of various Bloom filters, enabling the identifi-
cation of frames important for secret key derivation, as can be seen from Fig.  5. In 
this figure, four nodes are shown, which, on exchange of their Bloom filters with one 
another, compute the intersection of all received Bloom filters ( α 1, α 2, α 3, and α4), 
and the resultant bloom β=α1 ∩ α2 ∩ α3 ∩ α4 is obtained. When nodes query Bloom 
filter β at their ends, they find that frames f3, f6, and f7 are present in it. The con-
tents of these frames are obtained from the.pcap file. The frames are passed to stand-
ard hash functions, and the outputs are XORed. This shared secret is passed to the 
key derivation function such as HKDF to generate an encryption key of the required 
length. This final output can be used for protected communication.

Fig. 5  Complete SKG Model. This figure depicts WiFi interfaces set in monitor mode capturing Wi-Fi frames 
from the surrounding. These frames are then mapped onto bloom filters, exchanged, and common frames 
are derived through the intersection of bloom filters. Each node processes common frames through a hash 
function, generating a shared secret key



Page 20 of 39Bhatti et al. J Wireless Com Network         (2024) 2024:66 

The key validation in the proposed secret key generation (SKG) model involves using a 
simple and cost-effective algorithm, the Cyclic Redundancy Check (CRC). As illustrated 
in Fig.  6, Alice computes the CRC of her key SKA as N1 , encrypts N1 with SKA as C1 , 
and sends it to Bob. Bob decodes C1 with his key SKB as N /

1 , computes the CRC of SKB , 
and compares it with N1 . If they match, Bob increments N /

1 , sends it back to Alice as 
C2 . Alice decrypts it, and if the result matches N1 + 1 , key validation is successful for 
encrypted communication initiation using symmetric key cryptography protocols such 
as AES, TwoFish, BlowFish, Serpent, and 3DES.

To enhance the security of the system, we can renew the encryption key by combining 
the old key with a newly acquired key through a process called XORing. The formula for 
generating the new key is: Keynew = Keyold ⊕ Keynew . This updated key can then be used 
for subsequent encryption and decryption processes. So, the strength of this approach 
lies in its ability to dynamically renew the key. While an attacker is attempting to crack 
the key, our proposed System Key Generator (SKG) generates a new dynamic key, mak-
ing the cracking attempt more challenging.

6 � Protocol for new node joining
In the context of symmetric secret key generation, the concept of scalability is addressed 
to seamlessly integrate new nodes into a growing communication network. When a new 
node wishes to join, it engages in a handshake with an existing node to obtain a group 
key. Both nodes quickly analyze 802.11 frames in monitor mode, exchanging filled Bloom 
filters. They then execute the SKG method, including key validation. After validating the 
newly generated keys, the existing node encrypts the old key with the new one, trans-
mitting the encrypted key to the new node. Upon decryption using the acquired pair-
wise key, the new node obtains the group key already used by existing nodes, enabling 
secure communication within the network. We have carefully investigated new node 

Fig. 6  Key Validation. The figure illustrates the use of a simple and cost-effective CRC algorithm, modified 
into a challenge/response protocol, for validating the shared key
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joining protocol process. It is established that there is no significant but rather a negligi-
ble chance of sniffing old and new keys because the principle of generating keys remains 
the same in case when two nodes want to communicate securely or when a new node 
wants to join the group. The principle is that it is hard for the attacker to capture all OTF 
frames correctly, which are received by a legal node due to resting away from legal node 
by the distance �/2 and difference in experience in multi-path fading.

7 � Analysis and optimization of bloom filter false positives
Bloom filters are highly useful data structures, and they let us trade-off between false 
positive rate (FPR) p, length or size of Bloom filter m and hash functions k. Table 2 gives 
the optimum theoretical values of m, k for p at given n. m is been expressed in KiB, where 
0.976562KiB = 1KB . From such an analysis of information, the designer of the secure 
communication system can derive optimum values of m and k for its systems. Differ-
ent online tools are available to find these values quickly. One of these tools is avail-
able on [79]. Moreover, we provide a real example that answers, what values of m and k 
are required to maintain and process the given number of input frames n for a desired 
value of FPR p?. It is suggested that the designer himself has to figure out the values of 
m and k rather than just relying on the theoretical values obtained from the standard 
equations of the Bloom filter. The equations given in Fig. 7d have been extracted from 
[79]. Similarly, the designer cannot rely on the values obtained from online tools such as 
[79]. It does not mean that these sources are useless. These sources are very useful. The 
values obtained from these sources lead us to the nearest values of the above-mentioned 
variables. The values of the above-mentioned variables may vary with the nature (colli-
sion-resistant factor) of the hash functions being used. Strong collision-resistant hash 
functions can reduce FPR. Our results are based on the Python library of Murmer hash 
functions. The results given in Table 2 lead us to the nearest optimum values of m and 
k. This means, we cannot rely on the theoretical claims provided in this table. There is a 
need to go toward more robust values. Thus, n, m, and k can be adjusted for the desired 
value of FPR using Bloom filter equations discussed in Sect. 4.2.1 and online source [79]. 
The results given in Table 2 have been equally verified using the spreadsheet software 

Table 2  Optimizing bloom filter in terms of its size, FPR, and hash functions

n (number of 
frames)

p (FPR) m (length of Bloom filter) k (hash functions)

100000 {1−8, 1−7, 1−6, 1−5} {469, 410, 352, 293} {27, 23, 20, 17}

90000 {1−8, 1−7, 1−6, 1−5} {423, 369, 315, 264} {27, 23, 20, 17}

80000 {1−8, 1−7, 1−6, 1−5} {374, 328, 281, 235} {27, 23, 20, 17}

70000 {1−8, 1−7, 1−6, 1−5} {328, 287, 246, 205} {27, 23, 20, 17}

60000 {1−8, 1−7, 1−6, 1−5} {281, 246, 211, 176} {27, 23, 20, 17}

50000 {1−8, 1−7, 1−6, 1−5} {235, 205, 175, 147} {27, 23, 20, 17}

40000 {1−8, 1−7, 1−6, 1−5} {187, 163, 140, 88} {27, 23, 20, 17}

30000 {1−8, 1−7, 1−6, 1−5} {140, 122, 105, 52} {27, 23, 20, 17}

20000 {1−8, 1−7, 1−6, 1−5} {94, 81, 70, 59} {27, 23, 20, 17}

10000 {1−8, 1−7, 1−6, 1−5} {46, 40, 35, 30} {27, 23, 20, 17}

1000 {1−8, 1−7, 1−6, 1−5} {5, 4.1, 3.5, 3} {27, 23, 20, 17}
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Open Office Calc on Kali Linux. From Fig. 7, we found that the value of k increases in a 
linear fashion with bits per frame m/n. It means that if we increase the number of hash 
functions, it will demand more processing cycles from the underlying microprocessor. 
Similarly, bigger Bloom filters ask for more storage space. These two parameters are 
critical in deciding the acceptable rate of false positives. Thus, in low-resource wireless 
systems, these parameters must be handled with great care.. For the validity of values in 
Table 2 claimed by Bloom filters, we took 3500 as the number of input frames n and set 
the value of FPR p to 0.0001. The theoretical values of m and k obtained using the online 
calculator [79] were 67096 and 13, respectively. Figure 7 shows how a Bloom filter can 
be optimized. The graphs in this figure have been produced using the online Bloom filter 
calculator [79]. Figure  7a helps to decide the number of input frames for the accept-
able rate of false positives for the known values of p and k. Similarly, Fig.  7b, c helps 
to choose the optimum values of m and k provided the values of n and p are known 
in advance. Figure  7d just shows the respective equation used to find  m, n, k, and p. 
For n ≤ 3500 , the selected.csv files were made to contain a similar number of frames. 
The frames of these files were successfully mapped onto their respective Bloom filters. 
The nodes exchanged their Bloom filters. The frames of these.csv files were queried suc-
cessfully with an error probability equal to 0.0001. The frames were queried and subse-
quently used for common secret key generation. Practically, we found that desired FPR p 
can be achieved with k = 7 instead of k = 13 (theoretical) and m = 60000 Bits instead of 
m = 67096 Bits (theoretical). The reader is requested to refer to Table 2 for the theoreti-
cal values. The output number of common frames was equally verified through the inter-
section of SQL tables of the.csv files. SQLlite on the Kali Linux platform is used for SQL 
operations in this research. The variation between practical and theoretical values of k 

Fig. 7  Bloom Filter Optimization. The figure illustrates how Bloom filters are tuned to adjust the desired rate 
of false positives while maintaining an optimal length of the Bloom filter and number of hash functions for a 
known number of elements
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and m is due to the choice of hash functions. For example, high collision-resistant hash 
functions provide more optimized values of p, m, k, and n. So, we have concluded that 
the designers of the security system must be aware of the fact that the theoretical values 
of these parameters are not fully optimized and reliable. But these values are very close 
to optimized ones. By increasing/decreasing the values of k and l, a Bloom filter can be 
optimized for some acceptable value of error probability (FPR).

8 � Probabilistic analysis of IEEE 802.11 frame losses
We have tried our level best to carry out a probabilistic analysis of the resiliency of the 
proposed model. It is well known that wireless medium is erroneous in nature and causes 
bit errors and frame losses. Theoretically, a frame transmitted by the sender has only 
two options: Either it will be received correctly or incorrectly by the receiver. The incor-
rectly received frames are re-transmitted using a feedback mechanism until they are 
received correctly by the receiver at its link layer. This feedback mechanism is also used 
at higher layers for the reliable delivery of data. This feature is implemented at the trans-
port layer using TCP protocols. Here, we are interested in the probability of frame loss 
at the attacker node at its MAC layer. The performance analysis of transmission errors of 
802.11 DCF has been done in [80], where the probability of frame collision or the prob-
ability that a frame is received in error is given as Pfl = 1− (1− τ )D−1(1− PBE)

l , where 
D is the number of nodes and l is the length of the frame. Since in ad hoc mode RTS/
CTS is disabled, that is why the component (1− τ )D−1) can be omitted from this equa-
tion. This component is the inability of the station to transmit a frame in a randomly 
chosen slot. A similar study on bit error has been carried out by Gustave Anderson in 
his PhD research work [81]. The probability of error rate (PBE) in 802.11 networks has 
been reported as 0.27 [82]. But it varies from scenario to scenario. If PBE is the bit error 
probability and l is the frame length, then the frame loss probability can be expressed as 
Pfl = 1− (1− PBE)

l . If the attacker is intended to capture a large number of frames (n) 
distributed over a longer span of time (t), it will definitely result in an increased probabil-
ity of frame loss at the attacker. Here n and t are interchangeable. Thus, Pfl will become 
1− (1− PBE)

l×n . The increase in distance d and data rate r also increases the probability 
of bit errors [82]. So, now Pfl = 1− (1− PBE)

l×n×d×r . But, from the experiments, we 
have seen that when two or three attackers project the joint attack, their collective prob-
ability of incorrectly receiving the frame or the probability of frame loss decreases. Simi-
larly, mobility v also affects the correct receiving of the frames. The final form of the Pfl 
can be given by the following Eq. (15). It is important to clarify that our current focus is 
not on analyzing the partial impact of the mentioned parameters. Instead, we are exam-
ining the broader trend or consensus regarding the factors influencing the probability 
of frame loss. This is why specific weights are not assigned to these parameters in our 
evaluation.

Figure 8 shows that the probability of a frame missed or lost by the attacker increases 
with the capturing time, number of frames, and size of the frame. But it decreases with 
the number of attackers. This is because if two or more attackers combine their captured 

(15)Pfl = 1− (1− PBE)

(

l×n×d×v×r
a

)
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frames, then their probability of frame loss becomes reduced. The individual effects of 
these parameters on the probability of frame loss are shown in Fig. 8. The parameters 
such as distance, mobility, and the data rates of modulation schemes affect the probabil-
ity of frame loss in the same way.

9 � Results and discussion
The matter of concern is not the probability of frames being lost by the attackers. Rather, 
concern is the probability of a frame lost by the attacker but received at the legitimate 
node. For simplicity, we took two capturing files from a test case. One file belongs to a 
legitimate node named B4, whereas the other belongs to an attacker named AA37. The 
average capture file size is about 80 MB. The total number of frames captured by B4 is 
231469, and that of AA37 is 292617. These numbers contain all types of frames available 
in the air. We found in raw form that there were about 68571 frames that were missed 
by AA37 but received by B4. A file of size 11 MB was also transmitted from one node to 
another during the process of capturing. So, about 14634 OTF TCP data packets were 
sent by the sender. AA37 captured 9273, and B4 captured 8645. The captured.pcap files 
were converted into.csv files and.csv files to SQL tables for similarity or overlap analy-
sis. Then the SQL query operations were carried out to find the number of frames that 
were missed by AA37 but received by the legitimate node. It was observed that there are 
about 2094 frames that are missed by the attacker but received by the legitimate node. 
The reason for loss of frame is that reception and loss are independent at the legitimate 
and attacker nodes. It was observed that 5989 frames were missed by the legitimate node 
and 5451 by the attacker. Thus, the probability of a frame being missed or lost by the 
attacker Pas is 545114634 = 0.37 , and the probability of a frame being lost by the legitimate 
node Pns is 5989

14634 = 0.4 . Similarly, the probability (Pnsas) of a frame being lost by the 
attacker but correctly received by the legitimate node is 20948645 = 0.24 . The probabilities of 
frames missed and correctly received are equally probable at the legitimate node and the 

Fig. 8  Frame Lost Probability by Attacker. This graph demonstrates that the probability of frame loss by an 
attacker with frame size, number of frames, and frame size but decreases with an increase in the number of 
attackers
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attacker node because these events occur randomly and independently. This probability 
is modeled in Fig. 9. This model, along with Eq. (16), validates the findings, or vice versa 
[83].

From this analysis, we can conclude that there is an ≅ 25% chance that the packet 
received by the legitimate node has been missed or lost by the attacker. This value of 
probability seems to be very small, but it is the probability of one frame. While calculat-
ing it over a large number of frames can provide us with a more realistic picture of the 
scenario, for this purpose, we have used Poisson distribution for modeling the events of 
frame losses at legitimate nodes and eavesdroppers that are independent [84]. The basic 
form of Poisson distribution has been given in Eq. (17).

In this equation, � is the average rate of events or mean observed after many trials. k is 
the exact number of events we want to observe. With little mathematics, we can find the 
frame loss probability for k = 1 over many frames. If

is the probability of missing a single frame over one frame, then

is the probability of not missing that frame. Thus,

(16)Pnsas = (Pns ∪ Pas) = Pns ∩ Pas = 0.4 × 0.633 = 0.25

(17)PP(�, k) = e−�
�
k

k!

e−0.25 0.25
1

1!

(

1− e−0.25 0.25
1

1!

)

Fig. 9  Probability of Frame Received by a Legal Node But Missed by the Attacker. This figure highlights 
the probability of an attacker missing a frame that is successfully captured by a legitimate node, showing a 
significant probability in this context
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is the probability of a single frame being missed over 110 frames received at the receiver; 
this probability approaches 1 with the given parameters that are shown in the above 
expression. It means that if a node has captured about 110 frames, then there is probably 
a 100% chance that one of the 110 frames has been missed by the attacker. Additionally, 
the longer the capture duration, the higher the likelihood that the attacker will lose a 
frame.

9.1 � Key refresh rate

The designer of a crypto-system must define the refresh rate of the encryption key. It 
means how many times a day, month, or year a secret key is reset or refreshed. This time 
gap might be seconds, minutes, hours, transactions, or even transmission sessions. We 
believe the secret key must be refreshed in a timely manner because if it is not done in a 
defined way, it can be compromised. In reality, the user is unaware that its key has been 
compromised. Sometimes a user comes to know that its key has been compromised 
when a substantial loss has already occurred. In most cases, these losses become hard to 
reverse.

A qualitative model can be used for the analysis of secret key security. We can say 
that either the secret key is completely safe or completely compromised. Key safety 
and compromise are always independent of one another. It means that if the key is 
not reset, it can be compromised. It can be compromised even if it is reset. But the 
regular reset can reduce the time in which the attacker can perform some malicious 
activity. Thus, the secret key can be reset regardless of whether it is in a safe state or 
compromised. Thus, the period of a key in which it is safe and in which it is com-
promised is also independent. Safe key periods are also random; the same is true of 
compromised periods. The safety of a secret key can be measured in terms of entropy 
Hkey . Here entropy means how many bits are required to know the entire secret key. 
So in the beginning of any crypto-system, Hkey = Lengthkey means none of the key bits 
are known to an adversary. Key safety and compromise both have the characteristics 
that fulfil the conditions of Poisson processes. In crypto-systems, key leakages may 
appear on different occasions, and it cannot be claimed that there is no secret key 
leakage. The adversary can exploit every leakage to have complete knowledge of the 
secret key. If we assign the key reset job to the network administrator, then the safety 
time period of the key can be increased. But, in the event of administrator absence 
or when he or she forgets to reset the secret key, the compromised time span may 
increase to an unexpected level. Thus, key reset and leakage can be modelled as a 
Poisson distribution in the form of binary events. Poisson process or Poisson distri-
bution can be used to model the events independently (singly and randomly) over a 
series of time [85]. It also assumes that the rate of occurrence of events remains the 
same and that future occurrences of these events exhibit memory-less properties. It 
means the events occurring in the future are not dependent on past events. For sim-
plicity, we would like to use a parameter Lr for the leakage events and S for the time 
periods in which the key is set or refreshed periodically by the network administrator. 

1−

(

1− e−0.25 0.25
1

1!

)110
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The time period in which the key is not refreshed or reset is Soff  . In other words, Soff 
is the time duration in which the crypto-system is no more secure. Since one leakage 
event is not related to the other, that is why they also exhibit a memory-less property. 
Thus, if the leakages are memory-less then Soff  can be modelled using Eq. 18 [9].

Thus, if the key is reset once an hour and leakage takes place once a day, that is, 1Lr = 24S , 
then from our model of key compromise given in Eq.  (18), we can derive a period in 
which the system is vulnerable to the adversary using Eq. (19).

Key refreshment rate can be defined using Eq. 20.

For Kr =
5
1 h , the security off-period can be calculated using Eq. 21.

It means that, on average, the adversary has about 0.1  h or 6  min to carry out some 
vicious operation. In the above derivation, the value of e is 2.718281828459045235360
2874713527, which is a universal constant. In this scenario, we have assumed that the 
time period S is in hours. Furthermore, we have taken a very short time frame of 24 h. 
If we increase this time span and the key refresh is also not very regular or the admin-
istrator forgets to update the secret key according to the mentioned schedule, then 
the time frame to perform the malicious activity becomes larger. In other words, if we 
increase the frequency of key refreshment, then the time to perform the malicious activ-
ity or leakage becomes reduced. This trend is shown in Fig. 10. The graph in this figure 
is drawn between key refreshment rate (Kr =

key resets
unit time ) and Soff =

(

S

1−e−1/24 −24S
)

Kr
 . The 

trend shows that by increasing the rate of secret key resets, we can reduce the secret key 
unsafe time span or leakage rate.

After all that analysis, we have decided to suggest that secret keys must be ephem-
eral. Ephemeral secret keys are those where a separate key is used for every new 
transmission session. Since our model is quick at generating symmetric keys, that 
is why there is no harm in adopting this model for acquiring ephemeral secret keys 
for new secure transmission sessions. In addition to all that was discussed above, 
wireless communication at the link layer cannot exist without frame losses. These 

(18)Soff =
S

1− e−LrS
−

1

Lr

(19)

Since, Soff =
S

1− e−LrS
−

1

Lr

S = 1/24Lr

Soff =
S

1− e−1/24
− 24S

Soff = S

(

1

1− 2.7182818284590452353602874713527−1/24
− 24

)

(20)Kr =
key resets

unit time
.

(21)Soff =

(

S
1−e−1/24 − 24S

)

Kr
≅ 0.1006944243513935S
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losses are random and independent of one another. The secret keys obtained from 
the sniffed frames at any stage of capture are equally random, and their safety is fully 
maintained, provided that every capturing duration is at least more than half a sec-
ond [9]. The reason for this condition is that a single frame loss takes place within 
half a second. Thus, Hk(to = 0.5) = length(framei) means key entropy is at least equal 
to the length of the secret bit-string because missing one frame by the adversary 
is enough to generate a random string of bits for the secret key. The Framei is any 
of the frames that get lost during capture. The longer capturing will result in more 
losses at the adversary. This means, the key generated at time to + τ will be more dif-
ficult for the adversary to guess. This means that to compromise the system, he must 
have knowledge of all those frames that he has missed, but the legitimate nodes have 
received and used them in the SKG process. If the adversary has lost n frames, then 
Hk(to + τ ) = length(framei=1→n) >= Hk(to = 0.5) . Since frame loss occurs within 
a half second, that is why this feature is a good candidate to be recommended for 
dynamic secret keys for wireless ad hoc networks.

9.1.1 � Key refresh rate in real scenarios

Key renewal is very important in networks, but unfortunately, it requires a balance 
between security needs and operational efficiency. So, it has to be set vigilantly, con-
sidering multiple factors such as network susceptibility to network attacks, network 
topology, traffic patterns, sensitivity of the data, and computational overheads of the key 
refresh rate. But the key refresh rate should align with security requirements and the 
level of perceived threats, ensuring that the key will be updated before the vulnerability 
is exploited. For instance, in scenarios where data integrity and confidentiality are criti-
cal, such as WSNs in power or unclear plants, shorter life times of security keys are nec-
essary because frequent key updates ensure a low impact on the risk of key compromise. 
In some cases, the availability of the service is crucial, such as when creating a hotspot 
network in a train or coffee shop for quick data exchange. In these scenarios, key refresh 
rates might be kept longer because, in such cases, the user network experience and its 

Fig. 10  Secret Key Refresh Rate versus Leakage. The figure indicates that the rate of secret key leakage 
decreases with an increase in its renewal rate
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performance and availability are more important than strict security measures. Simi-
larly, key refreshes are also monitored by regulatory and industry requirements. We have 
to change our bank login password and university login password after a defined period 
of time. WPA security default key life is 3600 s [86]. In WiMax networks the key life time 
more than 12 h is not recommended [87]. To play content on commercially available BD 
video software, we may need to renew the AACS encryption key. The key, which expires 
in 12–18 months, is used to protect copyrighted content on Blu-ray movies. By updating 
the system software to the latest version and the key will automatically be renewed [88, 
89]. We cannot decide the key refresh rate of the reader’s networks, but we can say that 
determining the key refresh rate in wireless networks requires network administrators to 
consider security needs, operational constraints, regulatory requirements, and industry 
requirements to achieve a balance between security and usability. Periodic risk analysis 
and security auditing help validate the efficacy of the chosen rate and its alignment with 
operational security requirements [90].

10 � SKG comparison
Worst-case complexity analysis is a cost analysis of an algorithm when it performs the 
maximum number of operations or steps to process a given input of size N. Best-case 
complexity is the lower bound on the algorithm’s running time, while average-case 
complexity considers the average number of steps required to compute the input. It 
is essential to know the time complexities of certain mathematical operations and 
processing algorithms before discussing the complexities of SKG schemes. For exam-
ple, matrix multiplication, matrix inversion, and polynomial multiplication have time 
complexities of O(N 3) , O(N 3) , and O(N 2) [91]. For example Primality test is the heart 
of DH and RSA algorithms, with Miller Rabin primality test running in O(RN 3) bit 
operation, here R is the number of rounds and N is the number that has to be tested 
for primality [92]. Wireless physical layer SKG schemes, which are based on CSI, have 
various costs, including channel estimation (LSE, MMSE), reconciliation (error cor-
recting codes), and privacy amplification (universal hash functions, extractors). The 
existing state-of-the-art schemes for computing CSI are expensive due to the com-
plexity of least square channel estimation methods. The cost of channel state esti-
mation using LSE is O(N 3) , which is unacceptably high. The length of training bits 
or pilot symbols also plays an important role in the computational complexity of 
estimation algorithms. The complexity of estimation techniques such as LS, MMSE, 
and OLR-MMSE has been well studied by Jaap et al., who found that LS, MMSE, and 
OLR-MMSE have low, high, and moderate complexities, respectively. LSE, LMMSE, 
and LMMSE-SV are widely practiced as channel estimation techniques in data com-
munication. Asymptotic space/time complexity analysis of these techniques has been 
carried out by Zhang et  al., with time complexities of LSE, LMMSE, and LMMSE-
SV reported as O(N), O(N 4) , and O(N 2) , respectively. In addition to the complexi-
ties mentioned above, channel-based SKG schemes also require error detection and 
correction codes for reconciliation, which demand extensive computing resources. 
This makes channel estimation-based techniques unsuitable for low-resource wire-
less devices. Channel parameters are not available at higher layers, and specialized 
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hardware and software are required to acquire channel parameters at the software 
layers of the network stack. Analog-to-digital converters are also required for work-
ing at Nyquist rate for single-tone carrier frequency.

RSS calculation can be performed in O(N 2) , but secret key agreement incurs additional 
costs of reconciliation and amplification. The minimum computational cost of naive 
error correction procedures is O(M3) , which is low in Wozencraft Ensemble Codes and 
Reed Solomon Codes. The space complexity for RSS-based techniques is O(N 2) , as they 
require additional bandwidth and multiple antennas for high bit generation due to key 
mismatches. RSS values are readily available at higher layers using off-the-shelf devices, 
but due to key mismatches, error correction codes are necessary. Secret bit leakage at 
this phase requires key amplification functions like universal hash functions or extrac-
tors. The complexities of RSS-based techniques contribute to the space complexity.

The computation of BER is a complex process with a complexity of O(KN 3) in CDMA 
scenarios, where K represents the number of concurrent transmissions and N is the size 
of the chip/sequence per data bit. A reduced cost algorithm for BER calculation has 
been proposed, but its software development is time-consuming. For 2D constellation 
systems in Rayleigh fading channel, the computation complexity is O(KN 2) . The worst 
case requires O(K) memory space, as the BER value is recorded against every transmis-
sion. For better results, a large number of transmissions are required to generate a longer 
secret key, and excessive re-transmissions cause excessive power drainage.

The application-level signature verification in UFH scenarios, used for secret sharing 
in the presence of a jammer, can lead to a denial of service (DOS) attack due to the expo-
nential workload complexity at the receiver. This complexity is on average ∼((N/l)+ 1)l , 
where N is the number of packets successfully arrived at the receiver and M is the num-
ber of fragments divided by the sender. This complexity can be reduced to a linear time 
complexity through cryptographic linking of individual packets using hash links or 
chains. One way hash chains have O(N) time and space complexity. The total cost of 
UFH-based techniques is given in Eq. (22),

where ∼(N/l + 1) ∗ l is the cost of hash verification and (N/l + 1) is the cost of signa-
ture verification.

The proposed SKG scheme focuses on capturing a large number of frames, focusing only 
on the data frames. Reduction is applied to select only the OTFs for secret key generation, 
reducing storage requirements by storing data bytes only. The space complexity of the solu-
tion is O(log(N )+ L) , where L is the size of a Bloom filter and N is the number of frames. 
This linear space complexity can be expressed as O(L). The time complexity of the solution 
is O((K )+ log(N )) , where K is the number of independent hash functions. If parallelized, 
this complexity can be lowered to O(log(K )+ log(N )) . K does not increase significantly 
with the increase in input N, and it does not reach higher values. It can also be reduced to 
a linear time complexity of O(1), making the time complexity of the proposed approach 
O(log(N )) . The intersection or overlapping of Bloom filters can be processed using bit-wise 
binary operations that are faster than higher language comparison operations. A summa-
rized view of the observation is given in Table , allowing readers to easily compare the com-
plexities of different SKG schemes. The proposed simple SKG solution is within the reach 

(22)complexity∼(N/l + 1) ∗ l + (N/l + 1)
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of resource-constrained wireless devices, with a computational complexity of O(log(N )) 
and a space complexity of O(L) (Table 3).

In addition, proposed link layer secret key generation systems are valid in real-world 
scenarios where quick protected communication is required. For example WSNs, wire-
less communications, IoT devices, ad hoc networks, military and defense applications. It 
is well-known that WSNs operate in hostile environments where classic cryptographic key 
distribution methods may not be feasible. Link layer SKG methods can establish secret 
keys quickly based on randomly shared frames. So, wireless communications systems can 
enhance security and privacy by using off-the-shelf devices, or built-in wireless radio inter-
faces, which are accompanied with most of the today devices without altering physical 
layer. Proposed framework is valid in IoT devices that are often low in resources and make 
traditional key management protocols challenging to implement. Ad hoc networks can also 
establish secure communication links using proposed approach without relying on pre-
existing key distribution infrastructures, which are not scalable. Proposed link layer SKG 
methodology provides an additional layer of security, making it harder for adversaries to 
intercept or compromise protected communication channels. The proposed link layer SKG 
framework is designed to cater to a variety of scenarios, including WBAN, wearables, and 
hotspots. These scenarios involve the creation of short-term hotspot networks for informa-
tion or internet sharing, while individuals are on the move, such as during train travel or 
while enjoying coffee in cafes. Additionally, the framework addresses the need for secure 
communication in contexts like making payments at ticketing booths.

11 � Limitation & challenges

1.	 The proposed model operates with the assumption that wireless nodes are con-
figured for key acquisition in monitor/promiscuous, which may result in a slight 
increase in energy consumption compared to normal operation. However, the sub-
stantial benefits of this approach outweigh the associated energy expenditure. This is 
because nodes will promptly revert to normal mode once they converge on a shared 
secret key.

2.	 Some wireless interfaces do not support monitor mode, necessitating a driver update 
for the hardware. This requirement involves a software update and is not a significant 
impediment to the adoption of the solution.

3.	 The community of computational security (RSA, DH, AES, etc.) is very large; replac-
ing it with unconditional security is one of the greatest challenges.

4.	 As far as potential attackers are concerned, there is a possibility of intercepting 
shared frames. It has been noted that as the number of WiFi interfaces utilized by 
attackers rises, the instances of shared frames being captured by legitimate nodes 
but eluding attackers decrease. The threat can be addressed with longer captures and 
multiple interfaces.

12 � Conclusion
Computational is conditional, meaning that with large enough computing resources, 
the security of the crypto-system can be breached. So, the replacement for the issue 
is information-theoretic security, which does not depend on the computing power of 
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the adversary. Furthermore, quantum computing is going to become a reality, and if it 
does happen, the entire space will probably be unprotected. That is why, from the pre-
sent study, it is concluded that in the case of wireless networks, secret key generation 
from natural and random processes of physical layer communication is one of the most 
suitable options. The proposal presents a detailed methodology poised to deliver valu-
able insights and practical progress. The outlined Secret Key Generation (SKG) solu-
tion offers cost-effective, adaptable, and secure key establishment, yielding ephemeral 
secrets that greatly enhance wireless communication security. But it cannot be ignored 
that configuring nodes to operate in monitor/promiscuous mode for key generation and 
renewal can lead to higher energy consumption. This could be a significant drawback 
for battery-powered devices. Fortunately, devices are set to monitor mode only for the 
time of shared key generation, and then they can switch to normal mode. So, the key 
renewal period needs to be set carefully. Similarly, the effectiveness of the key genera-
tion process relies on the physical and environmental conditions of the wireless channel, 
which can vary widely. This variability can impact the reliability of the key generation 
process. In a highly noisy environment, there is a high chance of quickly generating the 
key by capturing fewer frames, as there is a high probability that an attacker will quickly 
miss the frame. However, in low-noise scenarios, it is better to capture more frames for 
the key generation process to avoid the attacker capturing similar frames to the legal 
nodes. In the same way, the process of frequent key renewal and validation can intro-
duce additional latency into the communication process, which might be undesirable 
for time-sensitive applications. Thus, the network administrator is supposed to set key 
renewal and validation periods carefully. In the future, we would like to implement the 
proposed framework for secret key generation on real USRP devices. In addition to the 
Bloom filter, there is also another probabilistic data structure called the Cuckoo filter, 
which is slightly more expensive than the Bloom filter but generates a lesser number of 
false positives [109, 110]. We would like to compare both data structures to validate their 
performance in real-life scenarios. Furthermore, Map Reduce is one of the key technolo-
gies that efficiently finds commonality among different sets of elements. We would like 
to exploit it to find the group shared secret in less computational time.
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