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ABSTRACT Industrial control systems (ICS) are vital for ensuring the reliability and operational efficiency
of critical infrastructure across various industries. However, due to their integration into modernized network
environments, they are inadvertently exposed to a variety of cybersecurity threats that can compromise
the reliability of critical infrastructure. This study aims to enhance ICS security by introducing a Zero
Inflated Poisson (ZIP) based GRU Learning model to detect anomalies of ICS traffic in conjunction with the
MITRE ATT&CK framework. The model’s effectiveness was validated through experiments simulating two
major cyberattack scenarios: the ‘Stuxnet’ attack and the ‘Industroyer’ attack, achieving over 95% success
in attack detection. By mapping the anomalies to the MITRE ATT&CK framework, we were able to lay
the groundwork for an efficient response strategy to the attacks. These findings are expected to make a
meaningful contribution to assessing and strengthening the security posture of ICS.

INDEX TERMS Cybersecurity, industrial control system, MITRE ATT&CK.

I. INTRODUCTION
Industrial control systems (ICS) are the backbone of modern
industry, responsible for the smooth operation of a wide
range of critical infrastructure, including energy, water, and
trafficmanagement [1], [2]. By precisely controlling complex
machines and processes, these systems play a vital role
in ensuring the reliable operation of our infrastructure and
supporting our nation’s economic prosperity and public
safety [3], [4], [5]. The reliability and security of these critical
systems is more than a technical issue; it is a serious national
security concern, which means that ICS goes beyond mere
industrial function and is linked to societal and national
resilience [6], [7], [8], [9]. In this research, we propose a
machine learning-based threat detectionmodel to enhance the
security of these crucial infrastructures.

To understand the ICS infrastructure and underlying
security concerns, we can refer to the Purdue reference
model [25]. The model was developed at Purdue University
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in the early 1990s and was designed for the integration of
IT(Information Technology) and OT(Operational Technol-
ogy) in industrial environments. Fig 1. shows the hierarchical
structure of the Purdue reference model. Typically ICS
systems are divided into five levels. Among these levels, the
lowest level is composed of field I/O devices such as sensors,
actuators, robots, etc. This is where the actual manufacturing
process takes place. At level 1 the PLC (Programmable
Logic Controller) and RTU (Remote Terminal Unit) are
located. Level 2 is the control system layer, where the
EWS (EngineeringWork Station) andHMI (Human-Machine
Interface) are located. Level 3 includes the application server,
which integrates the monitoring and control of physical
processes with the historian server. Level 4 is the enterprise
zone, including process monitoring, and general IT system
applications servers. This segmentation and isolation of the
network into smaller, more manageable sections help in
reducing the attack surface. It also limits the exposure of
critical assets to external threats. For this study, the Purdue
model provides a structured framework for simulating ICS
environments and analyzing security measures.
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FIGURE 1. Structure of purdue reference model.

The technical details of the Purdue Model, such as specific
roles of each level and the infrastructure used for threat
simulation and model testing, are further discussed in the
subsequent sections.

Purdue Model isolates and segments the network environ-
ment, which was viewed as a natural defense against external
cyber threats [10], [11]. However, recent events have forced
us to re-examine the notion that closed systems are secure
[12]. The Stuxnet incident demonstrated that even closed
networks can be breached by targeted cyber attacks [13], [14],
[15], [16], [17], [18]. The cyber attack on theUkrainian power
grid showed that these threats are not abstract concepts, but
can happen in the real world [19], [20], [21], [22], [23]. This
means that security within closed networks cannot simply
rely on physical isolation, and new approaches are needed to
protect complex networks and systems.

The development of fast and accurate detection and
response mechanisms to these threats is essential to ensure
the reliability of ICS. There are relatively few studies that
address the combined threat of both internal and external
intrusions that can occur in a closed network [24]. The
goal of this research is to present a method to accurately
detect possible cyber threats within closed networks through
a combination of real-time network packet analysis and
advanced threat modeling frameworks. To accomplish this,
we closely analyze network traffic in an ICS environment and
integrate it with the MITRE ATT&CK framework. MITRE
ATT&CK framework is a de-facto standard that covers a
variety of cyber threats in ICS and systematically identifies
and classifies attack techniques and attacker behaviors [26].
This research facilitates rapid and accurate threat detection

by mapping network anomalies to the MITRE ATT&CK

framework. Based on data collected in an experimental
environment simulating a real-world ICS traffic, we devel-
oped a threat detection algorithm using the Gated Recurrent
Unit (GRU) model. We used the Zero-Inflation Poisson(ZIP)
distribution to set more sophisticated detection thresholds.
In many ICS environments, data sets can be sparse because
certain types of cyber threats occur infrequently. Zero-
inflated Poisson is particularly adept at handling this sparsity,
improving the model’s ability to detect anomalies in data
where non-events are common. This is especially important
in ICS, where computational resources are limited and system
efficiency is critical. We also evaluated the performance
of the model with cyber-attack scenarios simulating the
Stuxnet and Industroyer attacks. With this approach, we have
demonstrated that the proposed algorithms and techniques
can detect and discriminate cyber threats in ICS environments
with high accuracy. The contributions of this paper are as
follows.

• We have provided mapping of network flow data with
attack tactics and techniques of MITRE ATT&CK
framework. This is an important contribution for inter-
preting ICS-specific threats that are not addressed by
traditional network security solutions.

• Our work applies a filtering technique based on the
ZIP model to accurately capture critical cyber threat
signals that occur infrequently in ICS network traffic.
This method accounts for the sparsity and temporal
characteristics of the ICS systems and contributes to
improved security.

• Our research evaluates the effectiveness of new security
techniques through empirical testing against historically
significant cyber attacks on ICS targets. These tests
demonstrate the practicality of the research in countering
complex real-world attacks.

This paper consists of four parts. The RelatedWork describes
previous research that is relevant to this paper, specifically the
structure of ICSs and threat detection techniques in ICSs. The
third section, Proposed Method describes the methodology
and experimental design of this paper. The Implementa-
tion section describes the implementation modules. The
Experiments and Results section details the results of our
experiments. Finally, the Conclusions section summarizes the
main conclusions of the study and provides directions for
future research.

II. RELATED WORK
In this section, we will lay the foundation for our research
by explaining the de facto industry standards and ongoing
research in the field of ICS security. This section specifically
focuses on previously published studies that are directly
relevant to ICS cybersecurity.

A. MITRE ATT&CK FRAMEWORK FOR ICS
TheMITRE ATT&CKwas developed in 2013 by researchers
at MITRE Corporation with the goal of organizing
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publicly available cyber threat information. The framework
is designed to systematically categorize attackers tactics,
techniques, and procedures to help security researchers and
professionals understand threats and formulate countermea-
sures [26]. Attack techniques in the framework include
network intrusion, system sabotage, and data exfiltration,
with detailed descriptions of each technique, how to identify
them, and how to respond to them. The relevance of the
MITRE ATT&CK framework to ICS cybersecurity is that it
provides structured methodologies to identify and mitigate
specific threats unique to ICS environments, which are
critical for enhancing security measures in industrial systems.

For example, using the MITRE ATT&CK framework,
past attacks on ICS, such as the Stuxnet and Industroyer
attacks, can be analyzed to understand the methods and
strategies used, enabling organizations to develop targeted
defense mechanisms. Thus, MITRE ATT&CK is becoming
an essential tool for enhancing the security of industrial
systems, and one of themain objectives of this paper is to help
organizations leverage this framework to proactively manage
and respond to cyber threats.

Table 1 shows the MITRE ATT&CK framework with
tactics, techniques, and corresponding data sources used in
this paper. Each column and row in the table provides the
following information.

• Tactic: This column represents strategies used in
cyberattacks. Strategies include initial access, execution,
persistence, detection, and command and control.

• Seq: This column indicates the sequence of the corre-
sponding strategy or technique. Each combination of
strategy and technique is assigned a unique sequence
number.

• Technique ID: Each technique is assigned a unique
identification number.

• Technique Name: Each strategy in cyberattack corre-
sponds to multiple techniques. This column provides the
name and description of the technique used to formulate
an attack Tactic.

• Data Source: This column describes the data source
used to detect the attack technique. Data sources are
of various types, including network traffic, application
logs, files, processes, logon sessions, and operational
databases. This column indicates which data sources are
relevant for each attack technique.

According to Table 1. Network Traffic serves as a key
data source for almost all attack techniques. Packet-level
network traffic data can provide detailed information essen-
tial for anomaly detection algorithms. Furthermore, in the
9. Command and Control segment, we found that network
traffic plays a key role in threat detection: certain techniques
such as Common Used Port, Connect Proxy, and Standard
Application Layer Protocol can detect threat activity only
through network traffic, which reaffirms the importance of
network traffic data. Therefore, this paper underlines the
need to focus on developing methods to effectively collect
and analyze network traffic data. It is expected that such

methods will help maximize the ability to detect and respond
to cybersecurity attacks.

B. ICS SECURITY AND PROTECTION MECHANISMS
Apart from the traditional security mechanisms outlined in
the Purdue Reference Model, several advanced techniques
such as honeypots, Intrusion Detection Systems (IDS), and
Advanced AI techniques, such as Machine Learning (ML),
can also ensure ICS security. Here is a detailed breakdown of
how these mechanisms can be integrated into ICS security.

1) HONEYPOT
Honeypots are used as a sophisticated cybersecurity defense
in ICS [27]. Honeypots intentionally provide a point of
vulnerability to attract malicious activity and entice attackers
to interact with them, which can then be used to study their
behavior, tactics, and techniques. They play an important role
in evaluating the detection capabilities of security systems
and identifying new types of attacks. Deploying honeypots in
ICS environments allows for the analysis of attacker behavior,
the identification of vulnerabilities, and a better understand-
ing of attack patterns [28]. Honeypot implementations in
ICS environments are mainly divided into low-interaction
and high-interaction honeypots. Low-interaction honeypots
are relatively easy to manage because the system provides
limited services. High-interaction honeypots can collect more
information from attackers by providing an environment that
resembles a real system [29]. Though honeypots can mimic
ICS components to lure attackers and detect, deflect, or study
hacking attempts, they are complex to manage and maintain,
and if implemented incorrectly, they can act as a vulnerability
for real systems [30].

2) INTRUSION DETECTION SYSTEM
An intrusion detection system (IDS) is a security solution
that monitors and detects malicious activity and policy vio-
lations in real-time. It automatically takes countermeasures
when suspicious activity is detected. In ICS, IDS can be
tailored to the unique protocols and behaviors of industrial
networks [31], [32]. Researchers are focusing on enhancing
the capabilities of IDS to quickly detect anomalies and
take appropriate countermeasures for industrial networks.
Hybrid IDS models that combine anomaly detection with
signature-based detection are also being studied [33], [34],
[35]. However, the ICS environment requires real-time
processing and minimal latency. A complex IDS solution
may introduce delays that can disrupt the real-time operations
of ICS. Moreover, the ICS landscape continues to change,
and providing tailored IDS solutions for ICS requires
continuous exploration and integration of new threats into
the system [36]. Our proposedML-based NIDS addresses the
complexity issues of traditional IDS while enabling real-time
operation through: (1) a lightweight GRU model structure,
reducing computational complexity; (2) efficient data prepro-
cessing using ZIPmodels to handle data sparsity; and (3) near
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TABLE 1. Tactics, techniques and corresponding data sources representing the MITRE ATT&CK Matrix.

real-time analysis through 10-minute data aggregation. This
approach allows for complex network traffic analysis without
compromising ICS operational efficiency.

3) MACHINE LEARNING IN ICS SECURITY
Machine learning is currently positioned as a key technology
to significantly improve the security and efficiency of
ICS [37], [38]. Recent research trends show that it plays
a crucial role in solving complex problems within ICS,
with significant advances in anomaly detection, predictive
maintenance, and network intrusion detection [39], [40],
[41]. Anomaly detection uses machine learning algorithms to
identify activity that deviates from normal system operating
patterns. In particular, these algorithms use unsupervised and
semi-supervised learning techniques to extract meaningful
insights from unlabeled data. Deep learning techniques,
particularly neural networks, are highly effective at pro-
cessing complex data structures and predicting changes
over time [42], [43]. In predictive maintenance, machine
learning analyzes historical operational data and fault records
to predict potential equipment failures. This helps reduce
maintenance costs and minimize downtime. Applying AI
techniques, specifically ML, to network intrusion detection
systems enables the identification of security threats in real-
time. In this research, we propose an extensive methodology
to filter network traffic data and train ML models for
detecting cybersecurity threats, contributing to contemporary
research efforts.

We see that the Purdue reference model provides us
with standards for organising and managing ICS, followed
by the MITRE ATT&CK framework, which provides us
with a comprehensive, detailed matrix of tactics, techniques,
and procedures used by attackers to compromise and
manipulate ICS environments. We adopt an ML, specifically
deep learning-based approach. ML was chosen for its
ability to adapt to evolving threats and efficiently process
large-scale data, making it more effective than traditional
honeypots or IDSs [44]. Particularly, the GRU model excels
at capturing temporal dependencies and learning complex
features, making it suitable for detecting sophisticated cyber
threats in ICS. In this research, we closely mapped the
network traffic matrix with the MITRE ATT&CK tactics
and techniques and leveraged advances in machine learning
to develop an effective defence mechanism to combat the
most common threats. This is achieved through efficient data
processing and decision-making algorithms. Our approach
uses a streamlined GRU model, which is optimized for
sequential data analysis, and ZIP preprocessing to reduce data
dimensionality. These techniques allow for rapid processing
of network traffic patterns without the need for complex rule
matching, enabling real-time threat detection suitable for ICS
environments.

III. PROPOSED METHOD
We opted for a machine learning approach over traditional
honeypots or IDS due to its superior adaptability to evolving
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cyber threats, pattern recognition capabilities in complex
network traffic, and scalability for large ICS networks.
Specifically, our GRU-based model was chosen for its
efficacy in processing temporal patterns in network traffic,
memory efficiency, and interpretability - crucial factors in
ICS environments. This research collects network traffic data
with anomalies and processes it to align with the MITRE
ATT&CK framework. The resulting time series data, which
contains an abundance of zero events, is processed using the
ZIP model. Additionally, GRU is employed to capture the
sequential dependencies of these input features. Ultimately,
the model accurately detects the occurrence of specific attack
events.

A. RAW DATA SET
A typical ICS system includes a Packet Collector server,
which utilizes a port mirroring technique to collect and
filter raw traffic data with anomalies. This raw traffic data
has several features including anomaly_seq, anomaly_type,
plant_id, area_no, manufacturer_id, protocol_type, pro-
tocol_detail, src_ip, src_mac, src_port, dst_ip, dst_mac,
dst_port, payload, packet_code, policy_name, packet_time,
event_time, and loged_time. But, not all of them are
necessary for our experiment.

TABLE 2. Relevant Field for proposed GRU based detection model.

Table 2. shows the selected fields relevant to our experi-
ment. plant_id, area_no, and manufacture_id in Table 2. are
used to identify the plant, its internal area code, and the
manufacturer of the equipment. anomaly_type distinguishes
the type of anomaly that occurred. Packet collectors can
identify 13 different types of anomaly altogether. The details
of the anomaly_type are provided in Table 3. protocol_type
provides specific information about the type of protocol
used in the network communication process. We utilized
this information to identify blocklisted protocols shown in
Table 4. Moreover, packets are grouped based on the same
anomaly_type, plant_id, area_no, manufacture_id, src_ip for
every 10 minutes introducing an additional field called
anomaly_count. anomaly_count. allows us to quantitatively
analyze the frequency of anomalous behavior on the network.
This adds extra depth to the observation of anomalies over
time.

Table 3. provides a detailed description of the
anomaly_type. Packet Collector can identify these anomalies
in real-time. The anomaly_type 1 (New Asset Detection)
indicates changes in network setup or access to new

TABLE 3. Anomaly_type and their details.

equipment. Anomaly_type 3 (Unauthorized Communication
Detection) and 4 (Banned Communication Detection)
help detect, communications that break security policies.
Anomaly_type 6 (Data Anomaly Detection) finds unusual
patterns that differ from the normal packet data flow.
Anomaly_type 10 (Traffic Threshold Exceeded), 12 (Asset
Under-Traffic), and 13 (Asset Over-Traffic) are metrics used
to identify wasted network resources, overloads, or unusually
low traffic by monitoring the volume of network traffic.

TABLE 4. Blocklist protocol for anomaly detection.

Table 4. organizes a list of protocols and ports that an
administrator needs to be aware of in a closed network
environment. We list them as a blocklist protocol in this
study. Most of the ports listed in this table are for services
that require communication with external networks or can
be a vulnerable point for security. FTP and FTPS are
commonly used for file transfer, but should not be allowed
in closed networks because they are structured to allow
access from outside. Similarly, HTTP and HTTPS are
intended for data exchange between web servers and clients,
which are also considered dangerous in closed networks due
to the possibility of external communication. In addition,
RDP, SMB, SNMP, SSH, and TELNET are also possible
security concerns. In particular, RDP is a protocol that
provides remote desktop services, which can be a serious
security breach if access from outside is open. In addition,
port 0-1023 is a Well-known port used by well-known
services, and immediate action is required if communication
using a port within this range is detected. Therefore, the
raw data provided by the packet collector gives us the count

153554 VOLUME 12, 2024



W. Choi et al.: Detecting Cybersecurity Threats for ICSs Using Machine Learning

of anomalies and occurrence of blocklisted protocols every
10 minutes.

B. ALIGNING DATA WITH MITRE ATT&CK FRAMEWORK
Our research uses the MITRE ATT&CK framework to
protect ICS from security threats, as shown in Table 1.
We have associated each of the 24 technique_ID from Table 1
with a set of anomaly_type from Table 3 and blocklist
protocol from Table 4. These associations form the basis
of 24 input data points (13 anomaly_type and 11 blocklist
protocol) that are fed into our model. Our model analyzes
network traffic to identify these anomalies and prohibited
protocols. The packets identified in this way are then mapped
to the MITRE ATT&CK framework to pinpoint specific
threats. To achieve this, our team carefully linked each
technique_id from MITRE ATT&CK with a Mapped_Rule.
As shown in Table 5, each Mapped_Rule consists of a set of
anomaly_type, anomaly_count, and protocol. For example,
let’s assume the following situation is observed during a
10-minute packet collection period:

• anomaly_count for anomaly_type 1 (New Asset Detec-
tion) is 3

• anomaly_count for anomaly_type 4 (Banned Communi-
cation Detection) is 5

• anomaly_count for anomaly_type 5 (Unauthorized IP
Detection) is 3

• Detection of blocklisted protocols such as SSH, RDP,
and TELNET

In this case, wemap these observations to attack technique_id
T0822 (External Remote Services). We have constructed
a total of 22 such Mapped_Rules to cover various attack
techniques, excluding 2 duplicates.

TABLE 5. MITRE ATT&CK-based rule matrix environments.

This mapping results in our time series input data in
the form of a Rule_Matrix as shown in Table 6. For
each 10-minute interval, our model is supplied with a

Rule_Matrix that includes the accumulated packet anomalies
and blocklist protocol aligned with MITRE ATT&CK
framework. Data collection occurred from January 30, 2023,
to February 15, 2023. The input dataset comprises 880 of
these Rule_Matrices. The model is now trained with this time
series input matrix to detect the occurrence of an attack with
high accuracy.

TABLE 6. Part of time series training data in the form of Rule_Matrix after
ZIP.

C. ZERO-INFLATED POISSON
We observe that anomaly_count and protocol data in
Rule_Matrix have excessive 0. This is an underlying nature
of the attack data set of ICS. The occurrence of anomalous
behavior is intermittent rather than continuous resulting in an
excessive 0 in the dataset. To handle the problem of excessive
0 we adopted the ZIPmodel. The ZIPmodel is a variant of the
generalized Poisson distribution model designed to address
the problem of excess zeros.

λ represents the mean Poisson rate of occurrence of events.
Higher lambda values mean more events are happening.
p represents the probability of seeing zero events in the
data. These two metrics (lambda and zero ratio) are used to
calculate the probability of an event occurring on the network
using a ZIP distribution.

P(X = x) =

 p+ (1 − p)e−λ if x = 0,

(1 − p)e−λ λx

x!
if x > 0.

(1)

Where X represents the number of times an event happens.
This distributionmodel provides a better representation of the
attack datawith a high number of zero events. If the calculated
probability of an event is 0 or less than 0, we mark it as a
nonoccurrence of the event, and the value is changed to 0.
Our input data to the GRU model is now shaped by the ZIP
distribution.

D. GRU BASED DETECTION MODEL
We initially chose the Gated Recurrent Unit (GRU) model
for its ability to efficiently handle long-term dependencies
in sequential data, which is crucial for analyzing network
traffic patterns in ICS environments. Unlike Long Short-Term
Memory (LSTM) networks, GRUs have a simpler structure
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with fewer parameters, making them computationally less
intensive while maintaining comparable performance in
capturing temporal dependencies. The GRU-based detection
model starts with an ‘Input’ layer, followed by a ‘Sequential’
layer. The sequence layer expands input data dimensions. The
‘GRU’ layer, is a type of RNN, that learns time-related char-
acteristics and manages long-term dependencies. ‘Dense’
layers expand data dimensions for recognizing complex
patterns, and ‘ReLU’ activation functions add nonlinearity
to improve detection accuracy. The ‘Output’ layer uses a
sigmoid activation function to convert detections into proba-
bilities for classification tasks. The ‘Early stopping’ callback
prevents overfitting, and the ‘Categorical Crossentropy’ loss
function with ‘Adam (0.005)’ optimization ensures effective
learning. We employed the Adam optimization algorithm
with a learning rate of 0.005 to ensure effective training of
the GRU model. To prevent overfitting, early stopping was
implemented during training with a patience of 10 epochs.
We set the number of neurons in the initial Dense layer
to twice the input feature size, followed by a GRU layer
comprising 64 units, which effectively captured sequential
dependencies in the data. Training was conducted with a
batch size of 16, over a maximum of 500 epochs, ensuring
robust model performance through early stopping. Fig. 2
shows the model structure in detail.

FIGURE 2. Proposed GRU based model architecture.

The model’s architecture is designed to process a compre-
hensive set of 24 input features, comprising 13 anomaly_type
features and 11 protocol features. This diverse input allows
the model to capture a wide range of network behaviors
and potential threats. The output layer consists of 23 nodes,
each representing a distinct classification. Of these, 22 nodes
correspond to specific threat or attack scenarios, carefully
curated to eliminate any redundancies from the input features.
The 23rd node serves a crucial function by representing a
‘‘non-threat’’ or normal state, allowing the model to identify
benign network activity. This thoughtful design enables the
model to effectively distinguish between 22 specific attack
types and normal network behavior. By incorporating a
dedicated node for non-threatening states, the model can

accurately classify incoming data as either a known threat
or as part of regular network operations. This approach
enhances the model’s ability to detect a broad spectrum of
threats while minimizing false positives in normal network
conditions.

Our study used a confusion matrix to check how well
the detection model works. The confusion matrix sorts the
detections into four types: False Positive, False Negative,
Missing, and True Positive. This helps us see how accurate
the model is and where it makes mistakes.

• True Positive (Tp) : The number of correctly identified
anomalies.

• True Negative (Tn): The number of correctly identified
normal instances.

• False Positive (Fp): The number of normal instances
incorrectly identified as anomalies.

• False Negative (Fn): The number of anomalies incor-
rectly identified as normal instances.

We use several key metrics to fully evaluate our model,
including Accuracy, Precision, Recall, and F1Score. Each
metric gives us unique information about how well the model
can detect anomalies.
Accuracy measures the proportion of correct detec-
tions and provides an overall measure of the model’s
performance:

Accuracy =
Tp+ Tn

Tp+ Tn+ Fp+ Fn
(2)

Precision (positive predictive value) evaluates the proportion
of true positives among the positive detections and highlights
the model’s ability to avoid false positives:

Precision =
Tp

Tp+ Fp
(3)

Recall (sensitivity) evaluates the proportion of correctly
identified positive detections and highlights the model’s
ability to detect all relevant instances:

Recall =
Tp

Tp+ Fn
(4)

F1Score is the harmonic mean of Precision and Recall, which
balances the two and is critical for scenarios where both
metrics are important:

F1Score = 2 ·
Precision · Recall
Precision+ Recall

(5)

These metrics are critical to understanding the effectiveness
of the model in detecting anomalies in real-time ICS and
ensuring robustness and reliability in operational environ-
ments.

E. MODEL PERFORMANCE COMPARISON
Four performance metrics (accuracy, precision, recall, and F1
score) are used to evaluate the performance of each model on
a scale of 0 to 1. The proposed model scored very high, with a
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score of 0.99 across all metrics. It outperformed othermodels,
including LSTM, Naïve Bayes, LightGBM, SimpleRNN,
SVM and Logistic regression models as presented in Table 7.

TABLE 7. Performance comparison of machine learning models.

Accuracy shows the percentage of correct predictions,
precision shows the percentage of true positive predictions,
recall measures the true positive rate, and the F1score
reflects the harmonic mean of precision and recall, indicating
balanced performance. The high performance of the GRU
model is also clear when compared to a recent algorithm,
LightGBM.

As evident from Table 7, our GRU-based model outper-
forms not only traditional machine learning algorithms like
SVM but also other RNN variants such as LSTM and Sim-
pleRNN in our specific ICS security context. The GRUmodel
achieves the highest scores across all metrics, demonstrating
its superior ability to detect and classify cyber threats in ICS
network traffic. This performance can be attributed to GRU’s
efficient handling of long-term dependencies and its ability
to capture complex temporal patterns in network data, which
are crucial for identifying sophisticated cyber attacks in ICS
environments

The proposed GRU model is superior to other models
for several reasons. First, GRUs, a type of RNN, excel at
processing sequential data by capturing long-term dependen-
cies with their gating mechanism, enabling them to learn
crucial temporal patterns for anomaly detection. Second,
effective preprocessing of input data using ZIP to handle
non-occurrence of events enhanced model training. Finally,
the well-suited model architecture and hyperparameter set-
tings, including model depth, number of units, normalization
techniques, and optimization algorithms, were carefully
tuned to further improve performance.

IV. IMPLEMENTATION
We implemented the proposed model in four modules,
as illustrated in Figure 3.
The first module is the ‘Data Collection’ module, where

a one-way port mirroring technique is used to collect data
packets from network traffic. This secure, low-impact method
sends mirrored packets to an analysis server known as the
Packet Collector. The Packet Collector filters these mirrored
packets to identify anomalies, which can represent various
network situations and attacks, forming the basis for further
analysis and processing.

The second module is the ‘Pre-Processing’ phase. Ini-
tially identified anomalies are analyzed to find specific
Mapped_Rules. The detected Mapped_Rules, identified

FIGURE 3. Implementation details of proposed method.

through this statistical method, are organized into a
Rule_Matrix. During this process, the ZIP model is used
to capture the temporal properties of the anomalies. The
sequences of these Rule_Matrix serve as crucial input data
for subsequent analysis and model training.

The third module is the ‘Model Training’ phase. Here,
a GRU-based machine learning model is trained using the
pre-processed Rule_Matrix data. The features (Feature X)
represent the network traffic characteristics influenced with
the ZIP distribution model, while the target variable (Target
Y) represents theMapped_Rulesmapped to attack techniques
in MITRE ATT&CK framework.

Finally, in the ‘Detection & Mapping’ module, the trained
model is applied to datasets. The identified attacks undergo a
‘Detection & Mapping’ process for follow-up. During which
we identify if the combination of attacks will result into
specific threats like Stuxnet or Industroyer. In such scenario
a notification is send to system administrator and attacks are
logged in database and log files.

V. EXPERIMENT AND RESULT
The MITRE ATT&CK framework is a comprehensive,
globally accessible knowledge base of adversary tactics and
techniques based on real-world observations. It is designed
to help organizations understand and defend against cyber
threats. Figure 4. provides a comprehensive list of attack
techniques categorized into 12 different tactic categories.
We integrated this framework into our model with the help of
Mapped_Rules. The highlighted pink cells indicate the attack
techniques our model could detect using the time series traffic
data.

The major attack techniques detected through our model
includes the following:
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FIGURE 4. Detectable anomaly type through proposed model in ‘MITRE ATT&CK for ICS’.

Drive-by Compromise [T0817], Exploitation of Remote Services
[T0866],

Exploit Public-Facing Applications [T0819], Transient Cyber Asset [T0864],
External Remote Services[T0822], Rogue Master [T0848],
Internet Accessible Device [T0883], Automated Collection [T0802],
Remote Services [T0886], Standard Application Layer Protocol

[T0869],
Graphical User Interface [T0823], Connection Proxy [T0884],
Modify Program [T0889], Denial of Service [T0814],
Remote System Discovery [T0846], Commonly Used Port [T0885],
Exploitation of Remote Services [T0866], Block Reporting Message [T0804],
Lateral Tool Transfer [T0867], Program Upload [T0845],
Remote Services [T0886], Man in the Middle [T0830],
Brute Force I/O [T0806], Block Command Message [T0803].

To validate our proposed method, we simulated two major
cyber threats Stuxnet and Industroyer against ICS [45].
Seeing how serious these attacks were, MITRE Corporation
also developed MITRE ATT&CK guidelines of tactics and
techniques used in Stuxnet and Industroyer as shown in
Fig. 6 [46] and Fig. 8 [47] respectively. Through our traffic
simulation and testing, our proposedmodel could detect these
two most notorious threats with over 99% accuracy.

A. STUXNET
Stuxnet was a very advanced computer worm that targeted
ICS, mainly to destroy Iran’s uranium enrichment facilities
in year 2010. The worm spread through USB drives and used
a Windows vulnerability to control PLCs using Siemens’s
Step7 software. Our research simulated the occurrence of
Stuxnet and aimed to detect Stuxnet using network packets.

1) ATTACK SCENARIO
The Stuxnet attack simulation involves a three-step process:
1) USB penetration, 2) network propagation and PLC control,
and 3) malware dissemination and PLC damage.

First, a USB penetration happens on one of the devices in
the network, producing packets labeled with anomaly_type 1
and 5. The second phase, involving network propagation and
PLC control, generates traffic labeled by anomaly_type 2,
3, 4, 6, 7, and 8. The final phase, consisting of malware

dissemination and PLC damage, results in traffic data labeled
with anomaly_type 9, 10, 11, 12, and 13. The detailed
description of these anomalies is provided in Table 8.

TABLE 8. Attack scenario, anomaly type and anomaly description for
Stuxnet.

To simulate the Stuxnet attack scenario, we generated a
dataset of 388 attacks over a 2-hour period at 15-minute inter-
vals. Each sample contains 24 features, including 13 anomaly
types and 11 blocklisted protocols. The data is divided into
three phases: USB penetration, network propagation and PLC
control, and malware dissemination and PLC damage, with
anomaly frequencies shown in Figure 5. We created traffic
data with these anomaly events, including additional features
like timestamp, IP addresses, ports, protocols, plant ID, area,
and manufacturer. This dataset reflects the characteristics
of an actual Stuxnet attack and is suitable for training and
evaluating our detection model.

Figure 5 shows the frequency of anomaly events over
time in the Stuxnet attack scenario. The x-axis represents
time, with intervals of approximately 15 minutes, while
the y-axis shows the count of anomaly events in each
phase of the three-step Stuxnet attack model. Each phase
is marked in different colors: blue circles represent USB
penetration, red X’s represent network propagation and PLC
control, and green squares represent malware dissemination
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FIGURE 5. Stuxnet attack scenario by occurrence.

and PLC damage. The USB penetration phase starts with
a low frequency and gradually increases, peaking at about
24 events. This shows the process of Stuxnet initially
infiltrating the system via USB. The network propagation
and PLC control phase exhibits two distinct peaks, with
approximately 51 and 43 events respectively. These peaks
indicate the initial spread ofmalware and subsequent attempts
at PLC control. The final malware dissemination and PLC
damage phase also shows two peaks, with the second peak
reaching the highest frequency of over 56 events. This
indicates the widespread dissemination of malware across the
system, followed by intensive attacks on the PLC system.

This traffic data, embedded with anomalies and distribu-
tion patterns, undergoes a pre-processing phase to produce
the Rule_Matrix, which is subsequently used as test input for
testing and validation of the proposed model.

2) RESULTS AND ANALYSIS
The GRU-based learning model is provided with the
simulated Stuxnet scenario data. Our proposedmodel demon-
strates exceptionally high accuracy in detecting the Stuxnet
attack with this simulated data.

Figure 6 shows the techniques used in the Stuxnet attack
highlighted in MITRE ATT&CK framework. The light blue
color represents techniques that can be seen in Stuxnet’s
network packets but are not detected by ourmodel. The purple
color represents techniques that can be found in Stuxnet’s
network packets and are detected by our model.

The following techniques are detected by our model:

• Exploitation of Remote Services (T0866) This is a
technique where an attacker uses an insecure remote
access service to gain access to a system. Our model can
detect unusual remote service attempts.

• Lateral Tool Transfer (T0867) This technique involves
transferring malicious tools or scripts from one infected
system to another. Our model can detect unusual file
transfers or tool usage in internal network packets.

• Standard Application Layer Protocol (T0869) This
technique uses protocols like HTTP and FTP to transfer

data or execute commands. Our model can detect the use
of protocols that are restricted on the internal network.

• Commonly Used Port (T0885)An attacker tries to gain
access through commonly used ports like TCP 80, 443,
and 23. Our model can detect abnormal traffic through
these specific ports.

• Remote Services (T0886) This technique involves
controlling the system or accessing data through a
remote service. Our model can detect anomalous access
through network flow analysis.

• Modify Program (T0889) This technique involves
malware modifying a legitimate program or process
within a system to inject its own code. Our model
can detect changes or modifications to programs. This
matrix helps us respond quickly and accurately to
real-world security incidents and enables predictive
analysis for similar future attacks.

Specific techniques that could not be detected through the
proposed model include the following.

• Monitor Process State (T0801) and Remote System
Information Discovery (T0888) involve activities that
monitor the state of processes inside a system or
gather information from remote systems. Because these
activities often look similar to legitimate administrative
tasks, it is often difficult to distinguish them asmalicious
based on network packets alone.

• Modify Parameter (T0836) is a technique that involves
changing system settings over the network. When
analyzing network packets, these changes are often
disguised as normal traffic or lack specific context,
making it difficult to detect malicious intent.

• Program Download (T0843) and User Execution
(T0863) are related to the act of a user downloading
and executing a program. While these behaviors can be
observed directly in network traffic, a deeper analysis
of the contents of the packets is required to distinguish
between legitimate and malicious behavior.

TABLE 9. Analsis_score of Stuxnet with the proposed model.

Table 9 shows the Analysis_Score of detectable techniques
for Stuxnet using the proposed model. Our study showed
a high detection rate of more than 99% for various attack
techniques, especially the Exploitation of Remote Services
(T0866) technique was detected with 99.99% accuracy
and the Standard Application Layer Protocol (T0869) was
detectedwith 99.98% accuracy. TheAnalysis_Score provides
a confidence measure that indicates the extent to which the
detected anomaly matches each technique described in the
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FIGURE 6. Stuxnet detection through proposed model.

MITRE ATT&CK framework. Scores closer to 1 indicate a
closer match to the detected technique. The Average_Score
represents the overall confidence level for the detected
techniques, suggesting that the identification of multiple
techniques signals a significant anomaly within the network.

B. INDUSTROYER
Industroyer was an advanced malware attack on Ukraine’s
power grid in 2016. It targeted ICS equipment like SCADA
and PLCs to disrupt power operations and cut off the power
supply. The malware spread through email spearphishing and
moved across networks, using specialized ICS communica-
tion protocols to issue commands and disrupt the system [8].

1) ATTACK SCENARIOS
The Industroyer attack simulation involves a three-step
process: 1) email spearphishing infiltration, 2) network
spread and SCADA control, and 3) PLC detection and
control.

First, an email spearphishing infiltration occurs, allowing
Industroyer to enter the network through a malicious email.
This phase generates packets labeled with anomaly_type 1
and 5. The second phase, network spread and SCADA
control, produces traffic labeled by anomaly_type 2, 3, 4,
6, and 11. The final phase, consisting of PLC detection and
control, results in traffic data labeled with anomaly_type 7, 8,
9, 10, 12, and 13. The detailed description of these anomalies
is provided in Table 10.
To simulate the Industroyer attack scenario, we gen-

erated a dataset of 412 attacks over a 2-hour period at
15-minute intervals. Each sample contains 24 features,
including 13 anomaly types and 11 blocklisted protocols.
The data is divided into three phases: email spearphishing
infiltration, network spread and SCADA control, and PLC
detection and control, with anomaly frequencies shown in
Figure 7. This dataset reflects the characteristics of an actual

TABLE 10. Attack scenario, anomaly type and anomaly description for
industroyer.

Industroyer attack and is suitable for training and evaluating
our detection model.

FIGURE 7. Industroyer attack scenario by occurrence.

Figure 7 shows the frequency of events over time in the
Industroyer scenario. Each event is marked with a different
color and symbol to help distinguish them. The x-axis
represents time. Each time interval is separated by about
15 minutes. The y-axis shows the number of times the event
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occurred. The legend indicates that blue circles represent
email spearphishing infiltration, red X’s represent network
spread and SCADA control, and green squares represent PLC
detection and control. The first peak mainly represents the
email spear phishing phase, where the attacker initially enters
the network. The second peak occurs during the network
spread and SCADA control phase, where the attacker tries to
expand the attack through the network and take control of the
SCADA system. The third peak happens in the PLC detection
and control phase, where the malware attempts to disrupt the
core functions of the system by manipulating the PLC.

Figure 7 shows the Industroyer attack scenario, which
can be compared with the Stuxnet scenario depicted in
Figure 5. While both attacks show a similar three-phase
structure, there are notable differences in their temporal
patterns and intensity. Unlike Stuxnet, which showed two
distinct peaks in its second and third phases, Industroyer
exhibits a more gradual increase in anomaly events across all
phases. This difference reflects the distinct propagation and
attack strategies employed by each malware.

Following the Stuxnet model, we generated traffic data
for Industroyer that incorporates the anomalies and patterns
depicted in Figure 7. Each packet in this simulation contained
details of transmission time, source and destination IP
addresses, protocol type, anomaly type, and the number of
occurrences. This traffic data, embedded with anomalies and
distribution patterns undergoes a pre-processing phase to
produce the Rule_Matrix, which is subsequently used as test
input for testing and validation of the proposed model.

2) RESULTS AND ANALYSIS
In our study, we evaluated the performance of the proposed
model in the Industroyer scenario and found that it can detect
attacks with very high accuracy.

Figure 8 provides a visual representation of the techniques
in the network packet field used in the Industroyer attack and
the techniques that are detectable in our model. The matrix
follows the structure of the MITRE ATT&CK framework,
which allows us to identify attack techniques and intuitively
determine their detectability. The mauve color represents
techniques that are visible in Industroyer’s network packets
but are not detected by our model. The purple color indicates
techniques that are visible in Industroyer’s network packets
and can be detected by ourmodel. The following technologies
are detectable with our model

• Automated Collection(T0802) A technique that auto-
matically collects data from a system, our model can
detect unusual data traffic or unexpected increases in the
use of system resources to capture this behavior.

• Block Command Message (T0803) A technique that
blocks specific command messages being delivered to
the network or system. Our model detects anomalies by
monitoring interruptions in command flow or system
response.

• Block Reporting Message (T0804) A technique to
block reporting messages about security incidents or

events in a system or network. Our model can check
the communication between the security system and
monitoring tools.

• Brute Force I/O (T0806) A technique that attempts
to gain access to input/output devices through repeated
attempts. Our model detects these attacks by monitoring
failed login attempts.

• Denial of Service (T0814) A denial of service attack,
a technique that overloads network resources to prevent
normal service usage. Ourmodel can detect these attacks
early by using network performance monitoring tools.

• Remote System Discovery (T0846) A technique in
which an attacker explores and gathers information from
other systems within a network. Our model can detect
network scan attempts or unusual network queries.

• Connection Proxy (T0884) A technique in which an
attacker hides the source of his traffic by diverting
it through a proxy server or other relay device. Our
model detects by monitoring unusual proxy usage or
connections to unknown proxy services.

Specific techniques that could not be detected using
proposed model include the following.

• Activate Firmware Update Mode(T0800) is a tech-
nique to activate a device’s firmware update mode. This
can be considered a normal maintenance activity, and
it is difficult to distinguish if this activity is performed
for malicious purposes based on network packet analysis
alone.

• Monitor Process State(T0801) and Remote System
Information Discovery(T0888) are techniques for
monitoring the state of a system or gathering information
from a remote system. These information gathering
activities are similar to normal system administration,
and it can be difficult to determine malicious intent
based on packet analysis alone.

• Block Serial COM(T0805) and Device Restart Shut-
down(T0816) relate to techniques that block com-
munication ports or restart or shut down equipment.
These behaviors are difficult to detect directly in
network traffic and can only be verified through physical
manipulation of the device or analysis of internal logs.

• Unauthorized Command Message(T0855) involves
techniques that send unauthorized command messages.
These unauthorized commands can be similar to
legitimate commands and are sometimes difficult to
distinguish through packet analysis. Detecting them
requires more advanced analysis techniques, specific
signatures, and behavior-based detection.

Table 11 shows the Analysis_Score of detectable techniques
for Industroyer using the proposed model. Our study showed
a high detection rate of over 99% for attack techniques against
the Indestroyer. Our model was able to detect Automated
Collection, Block Command Message, Block Reporting
Message, Brute Force I/O, Denial of Service, Remote
System Discovery, and Connection Proxy techniques with
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FIGURE 8. Industroyer detection through proposed model.

TABLE 11. Analsis_score of Industroyer with the proposed model.

high accuracy. In particular, Automated Collection (T0802)
was detected with 99.99% accuracy, and Block Command
Message (T0803) was detected with 99.97% accuracy.

VI. CONCLUSION
In this paper, we introduce an innovative approach that
employs GRU-based machine learning techniques for detect-
ing cyber attacks in ICS network. Our model integrates the
standard attack techniques outlined by the MITRE ATT&CK
framework with raw input data. To address the temporal
characteristics of infrequent anomaly events, we utilized a
zero-inflated Poisson distribution model. We validated our
methodology by simulating major cyberattack scenarios,
including Stuxnet and Industroyer. Our experiments demon-
strated that our model can detect attacks with a high success
rate exceeding 95%.

Our current research provides a foundation for our future
endeavors. While we presently focus on network traffic
data, we plan to incorporate log files and other operating
system event data to identify a wider range of attack patterns
and complex scenarios. Currently, the proposed model is
designed for attack detection, but future developments will
aim to predict imminent attacks, enabling proactivemeasures.
Furthermore, the effectiveness of our model requires further
validation through application and testing in real industrial
environments. In conclusion, this research is anticipated
to significantly contribute to the security of ICS and the
advancement of related research and technology.
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