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Iris-Inspired Microparticles with a Two-Factor
Authentication Security Feature for Wet-Phase Enhanced
Anti-Counterfeiting Strategies

Cheolheon Park, Minhyuk Lee, Hyeli Kim, Daewon Lee, Jangho Choi, Yeongjae Choi,*
and Wook Park*

This article presents an iris-mimicking polymeric microparticle with randomly
generated silica film cracks to be utilized as a wet-phase micro security
taggant. The microparticles are designed to replicate the capillary patterns in
the human iris, providing high data capacity and stability, making them ideal
for authentication. Furthermore, the microparticles integrate a QR code within
the pupillary zone of the iris, enabling pupillary authentication to enhance
two-factor identification and elevate overall security levels an unprecedented
feature absent in conventional iris recognition systems. The resulting artificial
iris-mimicking microparticles have high coding efficiency and unique
characteristics and can be authenticated in the wet phase, making them
suitable for use as micro security taggants.

C. Park
Bio-MAX Institute
Seoul National University
1 Gwanak-ro Gwanak-gu, Seoul 08826, Republic of Korea
M. Lee, H. Kim, W. Park
Department of Electronic Engineering
Kyung Hee University
Deogyeong-daero, Giheung-gu, Yongin-si, Gyeonggi-do 17104, Republic
of Korea
E-mail: parkwook@khu.ac.kr
D. Lee
Department of Electronics Engineering
Myongji University
116, Myongji-ro, Yongin-si 17058, Republic of Korea
J. Choi, Y. Choi
School of Materials Science and Engineering
Gwangju Institute of Science and Technology (GIST)
Gwangju 61105, Republic of Korea
E-mail: yeongjae@gist.ac.kr
W. Park
Institute for Wearable Convergence Electronics
Kyung Hee University
Yongin 17104, Republic of Korea

The ORCID identification number(s) for the author(s) of this article
can be found under https://doi.org/10.1002/admt.202400566

© 2024 The Author(s). Advanced Materials Technologies published by
Wiley-VCH GmbH. This is an open access article under the terms of the
Creative Commons Attribution-NonCommercial-NoDerivs License,
which permits use and distribution in any medium, provided the original
work is properly cited, the use is non-commercial and no modifications
or adaptations are made.

DOI: 10.1002/admt.202400566

1. Introduction

In the complex terrain of contempo-
rary cybersecurity, counterfeiting poses
challenges to multiple aspects of mod-
ern society,[1–7] including finances, pub-
lic health, and social trust. To miti-
gate this risk, there is a growing need
for highly secure technologies, such as
unique device identifiers, trusted mu-
tual authentication, and encrypted data
transmission.[8–25] Encryption keys, such
as physical unclonable functions (PUFs),
which generate a hardware-based secu-
rity key using unpredictable micro or
nanostructures, are emerging as alterna-
tives to software-based security systems.
Previously, PUFs were mainly applied

to dry-state goods, such as official documents, luxury products,
and electronic devices. However, the need for PUFs has expanded
to wet-state goods, following the broadened use of liquors, wet-
phase cosmetics, medicines, and vaccines in modern society.
Dry-phase PUFs can be applied to the carriers of liquid-state
goods; however, they do not directly assign encryption to the
goods themselves. By simply replacing or contaminating the liq-
uid goods, the effectiveness of PUFs can be compromised and
potentially exploited. Given that the majority of previously in-
troduced PUFs only function under dry-state conditions and de-
grade or lose functionality in wet environments, the development
of wet-phase PUFs is essential.

In this research, we developed artificial iris microparticles that
mimic the unique characteristics of the human iris and exist only
in a wet state (Figure 1). Iris recognition stands out among bio-
metric authentication methods owing to its distinctive and stable
data capacity, as well as its unparalleled level of security, mak-
ing duplication impossible. Inspired by the distinctive features
of the iris, we created a micro security taggant by applying poly-
meric microparticle fabrication and silica layer coating. This tag-
gant generates random crack patterns ranging from nanome-
ters to several micrometers, mirroring the pattern of capillar-
ies in the human iris. By utilizing the high programmability
of the fabrication process, we could precisely designate the re-
gion for these random crack patterns, emulating the shape of
the iris. Additionally, we were able to incorporate a non-random
code in the region without crack patterns within an identical tag-
gant. Consequently, we introduced an additional security code by
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Figure 1. Artificial iris-mimicking microparticle. A) Comparison of the area of the artificial iris-mimicking microparticle with the real iris and binary
code from the iris recognition algorithm. B) Comparison of the data capacity between PUFs presented in other papers and artificial iris-mimicking
microparticles. C) Pictures of a particle with a QR code on it and a particle recognizing the QR code. D) Two-factor authentication algorithm. E) SEM
image of artificial iris-mimicking microparticle can identify cracks in the particle (scale bar: 2 μm).

embedding a QR code into the pupillary zone of the iris, provid-
ing support for dual identification. Artificial iris microparticles
can authenticate information via a QR code in the pupil area, with
each particle possessing a unique code through a random pat-
tern in the iris area. This taggant boasts high coding efficiency,
compatibility with existing biometric decoders, and exceptional
security features, including two-factor authentication for wet
phase decoding.

The proposed artificial iris-mimicking microparticles and iris
recognition share the same authentication process (Figure 1A).
The microparticles resemble the iris, being divided into a capil-
lary zone and a pupillary zone. The capillary zone, characterized
by random patterns of capillaries, is used for feature extraction
during authentication. Our artificial iris-mimicking microparti-
cles replicate these capillary patterns by forming cracks in the
capillary zone. These cracks are stable and persist even through
hydration and dehydration cycles. Consequently, the microparti-
cles can be authenticated in a wet environment, making it possi-
ble to store them in liquid form. The authentication procedure for
the artificial iris-mimicking microparticles involves several steps.
First, the iris region is segmented from the captured image; then,

it is normalized. Next, feature extraction is performed, followed
by encoding of the extracted features into a binary code. The re-
sulting code is subsequently compared to a database to complete
the authentication process. The binary code generated from the
authentication process has a sequence of 32 × 720 bits, resulting
in an encoding capacity of 223040 (≈5.3839 × 106935):

Encoding capacity = Cs (1)

Alternatively, the encoding capacity can be determined using
the concept of degrees of freedom and represents the indepen-
dently operating bits within the bit sequence. In this calculation,
the encoding capacity of the artificial iris-mimicking microparti-
cles is found to be 24 588 (≈1.3354 × 101 381):

Degrees of Freedom =
𝜇 (1 − 𝜇)

𝜎2
(2)

Despite being comparable to other PUFs, the proposed sys-
tem reduces the volume occupied by the authentication appli-
cation (Figure 1B). This makes the microparticles suitable for

Adv. Mater. Technol. 2024, 9, 2400566 2400566 (2 of 7) © 2024 The Author(s). Advanced Materials Technologies published by Wiley-VCH GmbH

 2365709x, 2024, 23, D
ow

nloaded from
 https://advanced.onlinelibrary.w

iley.com
/doi/10.1002/adm

t.202400566 by G
w

angju Institute O
f Science A

nd T
echnology (G

ist), W
iley O

nline L
ibrary on [18/05/2025]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense

http://www.advancedsciencenews.com
http://www.advmattechnol.de


www.advancedsciencenews.com www.advmattechnol.de

Figure 2. Fabrication of artificial iris-mimicking microparticle. A) Fabrication of polymeric microparticles with two heights using DMD dynamic mask.
B) Process of silica coating and appearance of particles immediately after silica coating. C) Crack generation process after changing the cross-linking
densities. D) Crack generation process according to swelling time (scale bar: 50 μm).

authenticating small objects, such as micro devices or limited
amounts of drugs. The original iris recognition process does not
take advantage of the pupillary zone. To address this issue, our
system incorporates a QR code into the pupillary zone to en-
able two-factor identification (Figure 1C). This additional step of
pupillary authentication provides basic information and can be
performed in environments without an authentication database
or communication (Figure 1D). Consequently, this two-factor
identification provides an added level of security.

2. Fabrication

The manufacturing process of artificial iris particles can be di-
vided into three steps: synthesis of polymeric microparticles us-
ing maskless photolithography,[18,19,26] addition of a silica layer
to the surface of the fabricated polymer particles, and crack pat-
terning of silica-coated particles through hydration–dehydration
(Figure 2).[20] In the first step, shape and height differences be-
tween the capillary and pupillary zones are introduced during the
photopatterning of polymeric particles by controlling crosslink-
ing density through light irradiation time. The capillary zone is
fabricated with a low height and high elastic modulus, whereas
the pupillary zone is fabricated with a greater height. The pho-
tolithography process facilitates real-time changes to the ultravi-
olet (UV) pattern, offering high degrees of programmability and
freedom (Figure 2A). In the second step, a silica layer is intro-
duced onto the surface of the polymer particles, generating a
core-shell structure with a hard silica layer on the surface and a
hydrogel with a high elastic modulus inside (Figure 2B). Finally,
in the third step, the silica-coated particles are sprayed onto a

well-plate, and crack patterning is performed through hydration-
dehydration. Dehydration is performed first, followed by hydra-
tion. The silica layer shrinks on the surface while the hydrogel
inside expands, causing cracking in the capillary zone where the
most mismatched strain occurs (Figure 2C). The cracks form ran-
domly from the pupillary zone rim to the outer ring (Figure 2D).

The phenomenon of cracks not being generated in the areas of
microparticles that were created with a longer UV exposure time
can be rationalized based on the Flory–Rehner theory,[21–23] which
describes the swelling behavior of crosslinked polymers in a sol-
vent. The Flory–Rehner theory provides a relationship between
the equilibrium swelling ratio (Q) of a crosslinked polymer net-
work and the crosslinking density (𝜌) within the network. This
theory is based on the assumption that the polymer network be-
haves as an ideal elastic network and considers the number of
crosslinks and the interaction between the solvent molecules and
the polymer chains. According to the Flory–Rehner theory, the
equilibrium swelling ratio (Q) can be expressed as

Q =
Vs

V0
∝ 1

𝜌
, (3)

where Vs is the swollen volume of the hydrogel (micropar-
ticles in this case), V0 is the initial volume of the hydrogel
(microparticles), 𝜌 is the actual crosslinking density within the
hydrogel (microparticles).

A longer UV exposure time during fabrication leads to a
higher crosslinking density within the microparticles. Based on
the Flory–Rehner theory, when the crosslinking density (𝜌) in-
creases, the equilibrium swelling ratio (Q) decreases (Note S1,
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Figure 3. Authentication system of iris-mimicking microparticles. A) Process of authentication of iris-mimicking microparticles. B) Histogram showing
the uniformity values of 50 iris-mimicking microparticles. C) Graph depicting the swelling time of artificial iris-mimicking microparticles as a function
of the ratio of ethanol and DI water. D) Graph of a Gaussian fit based on the Hamming distance value obtained by comparing 50 different particles. E)
Heatmap based on Hamming distance values. F) Schematic of rubber sheet model. G) The formula for the Gabor filter. H) Phase-quadrant demodulation
code.

Supporting Information). In other words, a higher crosslink-
ing density results in reduced swelling of the microparticles in
ethanol. With lower swelling, the pressure exerted by the sol-
vent (ethanol) on the silica layer is reduced in the areas with
higher crosslinking density. This reduced pressure likely pre-
vents the formation of cracks in those regions because the
stress caused by swelling is diminished. In contrast, the ar-
eas with lower crosslinking densities within the microparticles
have higher equilibrium swelling ratios and experience greater
pressure from the solvent during ethanol-induced swelling.
This increased pressure can lead to the formation of random
cracks in the silica layer in these regions. Therefore, the dif-
ference in crosslinking density within the microparticles, in-
duced by the variation in UV exposure time, is the key factor
contributing to the selective generation of cracks in the silica
layer during ethanol-induced swelling. The cross-linking den-
sity of the relatively weakly UV-irradiated capillary zone and
the cross-linking density of the pupillary zone and the outer
line of the artificial iris are approximately shown in Figure 2C.
The change in cross-linking density during the silica coating
process and iris patterning is roughly shown in Figure 2C,D,
and detailed data can be found in Figure S1 (Supporting
Information).

2.1. Analysis of Iris-Mimicking Microparticle

The artificial iris-mimicking microparticles developed in this
study undergo the same authentication process as iris recog-
nition (Figure 3).[24,27] Iris recognition technology is based on
the unique pattern of the iris, which serves as a biometric
identifier. In iris recognition, an image of the iris is cap-

tured and computer algorithms are used to extract features
from the iris pattern (Figure 3A; Note S2, Supporting Infor-
mation), such as the distance between features, their relative
size, and orientation. These extracted features are then com-
pared to a database of known iris patterns to determine a
match.

Similarly, the authenticity of our artificial iris-mimicking mi-
croparticles was determined based on the cracks, which are
distinctive patterns found in the donut-shaped capillary zone
(Figure 3A; Note S2.1, Supporting Information). First, the iris
area was separated from the particle image and normalized to
32 × 360 through a rubber sheet model (Figure 3F; Note S2.2,
Supporting Information). In the normalized image, a Gabor fil-
ter (Figure 3G) was used to extract the crack characteristics. The
extracted bit was then encoded into two bits through phase-
quadrature demodulation code (Figure 3H), yielding a bit se-
quence of 32 × 720 (Note S2.3, Supporting Information). Bit uni-
formity is a metric that determines the distinguishability of a
PUF. It is defined as the ratio of ones to zeros in a binary key
and is considered ideal when it is equal to 50%. This suggests
that PUFs produced using the same method can be differenti-
ated. The formula for computing bit uniformity is as follows:

Bit uniformity = 1
s

s∑

l=1

Kl (4)

Kl is the lth binary bit of the key and s is the total size of
the key. In our study, the average bit uniformity of the keys
of the 50 artificial iris-mimicking microparticles produced was
0.5147, which indicates that these particles can be uniquely dis-
tinguished (Figure 3B).
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Figure 4. Application of wet-phase authentication. A) Artificial iris registered in the data library in the vial filled with virus; iris regions can be masked for
authentication by matching against data libraries. B) QR codes in the pupillary zone allow for offline access to information. C) Decoding of iris code and
iris code authentication through comparison with the data library of the server. D) After using the vial, the remaining artificial iris particles in the vial do
not match the data in the library (Note S3; Figure S2, Supporting Information).

The Hamming distance in a PUF represents the number of bit
positions where two responses of the PUF differ. In other words,
the Hamming distance between two PUF responses is the dif-
ference between them.[28] A lower Hamming distance indicates
similarity, whereas a higher Hamming distance indicates dissim-
ilarity. The formula for the Hamming distance is

Hamming Distance (HD) =
#
(
Ki ≠ Kj

)

s
(5)

Ki and Kj are the ith and jth binary bits of the key, respec-
tively, and s is the total size of the key. The heatmap in Figure 3E
shows the Hamming distances of the 50 artificial iris-mimicking
microparticles, which demonstrates that each particle can be
uniquely distinguished, consistent with the bit uniformity value.
The mean of the inter-hamming distance with Gaussian fitting
is 0.1896 with a standard deviation of 0.0389, and the mean of
the intra-hamming distance with Gaussian fitting is 0.4855 with
a standard deviation of 0.0069.

2.2. Wet-Phase Authentication

The developed micro taggant can be used for two-factor authenti-
cation in the wet phase (Figure 4). In the final stage of authentica-
tion, the PUF must establish communication with the server that
stores the code, which renders the authentication information
unknown until after communication occurs. To overcome this
challenge, we integrated a non-communication authentication
method into the PUF as a two-factor authentication system. This
objective was achieved by inserting a QR code into the pupillary
zone, which was not previously utilized for iris recognition. We

introduced not only two-factor authentication, but also wet-phase
authentication to address the limitations of conventional authen-
tication systems, including PUFs, which are primarily used in the
dry phase. To date, there have been no reported cases of PUFs that
directly tag expensive liquids, such as drugs or cosmetics, and are
able to confirm reuse or duplication of the contents without mod-
ification.

To verify the applicability of our two-factor authentication sys-
tem for microparticles in the wet phase, we initiated an au-
thentication process within a vial containing liquid medicine
(Figure 4A). The QR code in the pupillary zone was generated
through UV irradiation after inserting the QR code image into
the digital micromirror device (DMD) of the maskless lithogra-
phy system (Figure 4B). The QR code serves as the first part of
authentication, providing manufacturing information for liquid
goods, and this step can be completed without requiring an ex-
ternal connection for authentication. The artificial iris particles
were fabricated and patterned with cracks (Figure 4C). As the
second step of authentication, the cracks underwent iris authen-
tication through detection under a microscope and were matched
with the data library, thereby enhancing the security level of au-
thentication. Notably, the artificial iris particles retained their pat-
terns in the vial even after the cracks were introduced. However,
upon drying fully, the cracks resulting from over-swelling con-
tracted and became undetectable (Figure 4D and S2, Supporting
Information). The artificial iris particles underwent a change in
volume when the solvent was dried or underwent a transforma-
tion in properties from their original state. Consequently, varia-
tions in contraction between the silica layers resulted in alterna-
tive shapes, sizes, and thicknesses of cracks. This characteristic
implies that any illicit activities, such as tampering with drugs
during the distribution process, could prevent authentication.

Adv. Mater. Technol. 2024, 9, 2400566 2400566 (5 of 7) © 2024 The Author(s). Advanced Materials Technologies published by Wiley-VCH GmbH
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3. Discussion

We developed a novel PUF based on a biomimetic iris for use
with iris recognition, a biometric authentication method com-
monly used on human irises. Our artificial iris particles are
generated by inducing unique and random cracking patterns,
a consequence of mismatched strain during the manufacturing
process. These distinctive cracking patterns, inherently unrepli-
cable, form the basis for an authentication mechanism within the
PUF. Additionally, an extra layer of authentication is provided by
the incorporation of a QR code in the pupillary zone. Our pro-
posed artificial iris particles, when in a wet state, exhibit unique
crack patterns that serve as authentication features. This charac-
teristic provides a unique security feature not available in other
platforms, as the authentication codes cannot be matched with
the database unless liquid is introduced. It is expected that the
application of deep learning algorithms, which are commonly
used in iris recognition systems to analyze patterns and process
large amounts of data, will further enhance the security and data
storage capabilities of our proposed artificial iris-mimicking mi-
croparticles.

4. Experimental Section
Photolithography: Before photolithography, a polydimethylsiloxane-

coated glass slide with a 45 μm spacer was prepared, and the photocur-
able polymer was spread over it. The DMD (Texas Instruments) was then
used to pattern the UV light from the UV source (Lightningcure LC8, Hg-
Xe lamp, Hamamatsu) into the desired shape.[10,29] Artificial pupil par-
ticles were produced by two steps of photolithography using a 7:3 vol-
ume ratio of poly(ethylene glycol) diacrylate (PEGDA, Mn≈700, Aldrich)
and 3-(trimethoxysilyl)propyl acrylate (TMASPA, Aldrich) was used as a
alkoxysilane-grafted photocurable resin with 10 vol% of Irgacure 1173
(BASF) as the photoinitiator. The height difference between two regions
was created by adjusting the UV irradiation time on the two masks. A pupil-
lary zone surrounding the capillary zone and an outer area were produced
with a dose of 40 mJ cm−2, and the capillary zone was produced with a
dose of 14 mJ cm−2. The resulting particles were harvested by centrifuga-
tion, and silica coating was performed to produce a multilayer structure.

Silica Coating: The coating solution used consisted of tetraethyl or-
thosilicate (TEOS, 98%, Aldrich), ethyl alcohol anhydrous (99%, Daejung),
deionized (DI) water, and ammonium hydroxide (25%–28%, Daejung),
with a volume ratio of 25:4:1. In this experiment, 0.1 ml of TEOS was in-
jected into a mixture of 20 ml of ethanol, 3.2 ml of DI water, and 0.8 ml
of ammonium hydroxide and vortexed every 20 min until a total of 0.4 ml
had been injected (total of 80 min). Subsequently, the coating solution
was used to perform washing and 0.1 ml of TEOS was again injected into
a mixture of 20 ml of ethanol, 3.2 ml of DI water, and 0.8 ml of ammo-
nium hydroxide and vortexed every 20 min until a total of 0.4 ml had been
injected (total of 80 min).[30]
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Supporting Information is available from the Wiley Online Library or from
the author.
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