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This article examines the use of facial recognition technology (FRT) in policing by govern-

ment agencies, exploring the tensions between public safety and individual rights. While FRT

enhances law enforcement capabilities in crime prevention and security, it also raises sig-

nificant concerns regarding privacy invasion and potential misuse. Based on the Incheon

Airport case in South Korea, this analysis investigates whether the public interest derived

from policing can justify violations of regulations under personal data protection and

administrative laws while proposing necessary safeguards. In pursuit of a comprehensive

data governance framework for FRT, we are emphasizing the need to establish a more

specific and operable data governance structure, strengthen the Privacy by Design principle,

and balance security imperatives with individual rights as key alternatives. By shedding light

on the Korean case within international discourse, this study underscores the importance of

tailoring regulatory frameworks to accommodate local legal traditions and societal values.
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Introduction

Facial recognition technology (FRT) has emerged as a critical
tool for government agencies worldwide, offering advanced
capabilities for surveillance and identification. In certain

situations, such as searching for missing children or elderly
individuals, FRT has proven especially beneficial. Nonetheless,
ethical controversies over FRT persist. For example, the Gender
Shades study revealed significant racial and gender biases in
leading FRT systems (Buolamwini and Gebru, 2018), highlighting
the potential for discriminatory outcomes. These contrasting
examples illustrate that while FRT may yield substantial societal
benefits, it also demands oversight to prevent harm. Thus,
striking a balance between harnessing its innovative advantages
and mitigating its risks remains paramount, indicating that some
sort of regulation would be inevitable.

In the context of artificial intelligence (AI) governance, various
jurisdictions have adopted distinct criteria to categorize poten-
tially problematic applications of such technology. For instance,
with regard to FRTs that require regulation, while the European
Union (EU) often refers to the concept of “high-risk” AI systems,
South Korea (Korea) uses a “high-impact” framework to deter-
mine which innovative technologies require stricter scrutiny and
discipline. Despite these conceptual differences, both approaches
seem to underscore the need to protect fundamental rights. The
core divergence lies in how each jurisdiction distinguishes
between the contexts in which FRT substantially affects individual
liberty and in which it does not, as well as how these differences
are ultimately enforced.

In high-traffic and multicultural environments such as airports,
FRT’s appeal is particularly strengthened. Incheon International
Airport in Korea (Incheon Airport)—one of the busiest trans-
portation hubs in Asia1—illustrates the global relevance of FRT
deployment, given its high passenger volume and multinational
population. However, employing large-scale FRT for passenger
management inevitably raises concerns about potential infringe-
ments on fundamental rights due to mass identification. Studying
the Incheon Airport case can thus shed light on how legal safe-
guards and public interest intersect, revealing why the implica-
tions of FRT may differ depending on the jurisdiction. Even where
technological capabilities and associated risks remain largely
consistent across jurisdictions, differences in how fundamental
rights are conceptualized, interpreted by courts, and valued by
society can lead to markedly different regulatory approaches and
public discourse surrounding FRT implementation.

In Korea, this tension between technological implementation
and individual rights protection became particularly prominent
when the Ministry of Justice of Korea decided to outsource the
development of an AI system for FRT to private entities. Critics
claimed that this initiative violated the Personal Information
Protection Act (PIPA), sparking a debate over the extent to which
public interests in national security and administrative efficiency
can justify the collection of personal data without robust safe-
guards2. In response to these challenges, the authority has
recently announced the “AI Privacy Risk Management Model for
Safe AI Data Utilization” guideline to encourage self-regulation of
AI enterprises (PIPC, 2024)3. This initiative arose from the
recognition that the reach of AI has extended beyond technolo-
gical innovation into everyday life, involving large-scale personal
data processing that traditional regulatory approaches have
struggled to govern. Consequently, privacy threats stand out as a
representative risk of AI, prompting calls in Korea for a more
robust risk-based approach to AI governance. This controversy
thus highlights Korea’s nuanced perspective on AI regulation,
wherein fundamental rights and public safety considerations are
balanced under a framework that diverges from EU standards in
both substance and implementation.

On the other hand, Korea has stood at the forefront of digital
governance, rapidly incorporating new technologies under rela-
tively robust administrative and legal frameworks. This com-
mitment also reflects the government’s longstanding ICT-friendly
policies, designed to foster major global players such as Naver and
Kakao (Park et al., 2024). From this vantage point, the Incheon
Airport incident can be regarded as an example of how Korea’s
traditional emphasis on promoting ICT industries has materi-
alized in actual public-sector initiatives. The Incheon Airport case
thereby offers an illustrative lens for global AI discussions: even
governments that share commitments to national security and
technological innovation may employ substantially different
approaches to balancing these objectives with fundamental rights
protections, leading to varied regulatory outcomes and enforce-
ment practices. As such, Korea’s regulatory strategies can serve as
guidance for other countries—including EU member states and
the United States—that are simultaneously crafting their own AI
regulations while grappling with the questions of individual
public safety and fundamental rights.

Methodologically, this study draws on a case-based analysis of
Incheon Airport case, selected for its typicality in showing how
governments adopt FRT in real-world, high-volume, and multi-
cultural environment. We employ legal text analysis and com-
parative legal methods. Our data sources include legal documents
(e.g., PIPA), media reports, government publications, interna-
tional standards on FRT, privacy rights, and state obligations. By
exploring the Korean regulatory framework of FRT and com-
paring it with legal regimes abroad, we aim to reveal how public
safety considerations can influence the extent and nature of
fundamental rights protections in the context of AI-based
policing tools.

This article thus assesses the policy implications of FRT in law
enforcement by examining whether and how public safety can
justify infringements on fundamental rights and how Korea’s
legal system—particularly in a global hub like Incheon Airport—
navigates these issues. By contextualizing the Korean experience
within broader international discussions, this study aims to sug-
gest future legal reforms and transnational policy-making,
ensuring that AI-driven public safety measures should not
undermine fundamental human rights.

Facial recognition technology and its regulatory framework
FRT is a probabilistic technology used for automated personal
authentication and verification based on facial features. Regard-
less of the hardware or software employed, an FRT system
encompasses the following stages: first, facial images are extracted
from various data sources and used as input data (“image cap-
ture”); next, the system detects the face in the captured images
and identifies a template of the human face (“face detection”),
focusing on distinctive features such as points or lines; finally, the
template is compared with a database (“authentication or ver-
ification”) (Karaboga et al., 2022). FRT serves two primary
functions: authentication, which confirms the identity of a spe-
cific individual, and verification, which identifies an individual
within a specific area, range, or database. Authentication entails
using a pre-stored biometric template for one-to-one matching.
Verification is a one-to-many process that identifies an individual
after capturing their face and creating a biometric template
(EDPB, 2023).

A study in 2019 revealed that over half of the world’s demo-
cratic nations have integrated AI surveillance systems into their
public-sector operations, with even more prevalent adoption in
authoritarian regimes (Feldstein, 2019). Despite this widespread
use, countries diverge considerably in how they regulate or
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oversee FRT. At one end of the spectrum, countries such as China
and Russia either lack robust FRT-specific regulations or main-
tain opaque surveillance policies (Polyakova and Meserole, 2019).
At the other end, actors like the EU and Korea have codified
regulatory initiatives, although these differ in both intensity and
content.

With the introduction of the AI Act, the EU has established a
pioneering legislative framework to address the diverse risks that
AI systems, particularly those deployed in surveillance, may pose
to its citizens. The AI Act employs a risk-based approach that
categorizes AI systems into four tiers—unacceptable, high, lim-
ited, and minimal risk. This framework is designed to ensure that
AI systems posing an unacceptable or high risk, such as those
used in FRT, receive stringent oversight, thereby preventing dis-
proportionate intrusions on individual rights. By mandating
specific controls, particularly regarding high-risk applications, the
EU seeks to balance innovation with robust protections for fun-
damental rights4.

In contrast, Korea’s AI Framework Act, which was legislated by
the National Assembly of Korea on December 26, 2024, adopts a
“high-impact” perspective. Under this approach, “high-impact
AI” is defined as AI systems that may have significant impacts on
or pose risks to human life, physical integrity, or fundamental
rights—spanning sectors such as energy, healthcare, public safety,
and more. Although this concept parallels the EU’s “high-risk
AI,” Korea’s use of the more neutral term “impact” reflects a
traditional policy focus on promoting ICT innovation and eco-
nomic growth. In summary, although both paradigms seek to
protect the public interest and prevent excessive restrictions on
fundamental rights, they are rooted in different policy traditions,
which may result in divergent regulatory outcomes when applied
to FRT.

Under Korea’s AI Framework Act, the only “high-impact AI”
clause explicitly referencing FRT concerns the analysis and use of
biometric information for criminal investigation and arrest. FRT
may also fall under “other areas” designated by presidential
decree as having a significant impact on the safety of human life
and physical integrity or the protection of fundamental rights.
However, in the current absence of subordinate legislation and
guidelines, significant legal uncertainty remains. As a result, in
practice, FRT regulation still hinges on the PIPA5, which has been
criticized by several agencies and civil society groups for inade-
quately safeguarding individual liberty (Lee, 2024). For example,
the National Human Rights Commission of Korea has repeatedly
cautioned against the unbridled use of FRT by highlighting the
risks of unlawful mass surveillance and invasive data collection.
On 12th January 2023, the Commission formally recommended

legislative measures to ensure the responsible deployment of FRT
while respecting fundamental rights (NHRCK, 2023).

Although it remains difficult to look beyond the fragmented
regulatory system for FRT in Korea, the discussions on this topic
have notably materialized within the EU. For instance, the EU
introduced a risk-based approach to regulating FRT under the AI
Act, which categorizes certain uses of FRT as prohibited (e.g.,
untargeted real-time surveillance) and the other FRT uses as
high-risk subject to stringent compliance obligations. The in-
depth analyses of FRT’s legislative landscape and best practices
can be found in the European Parliament’s Regulating Facial
Recognition in the EU (Madieg and Mildebrath, 2021) and the
European Data Protection Board’s Guidelines on Facial Recog-
nition Technologies in the Area of Law Enforcement (EDPB,
2023). For instance, the recently enacted EU AI Act formalizes an
unacceptable risk in Article 5 based on risk-based regulatory
approach as Table 1.

Because FRT often processes vast amounts of personal data, it
also falls under data protection regulations. In the EU, the Gen-
eral Data Protection Regulation (GDPR), which came into effect
in 2018, governs personal data processing, including automated
processing. While public entities may receive limited exemptions
for criminal law enforcement (GDPR Art. 2(2)(d)), any proces-
sing of personal data for FRT beyond this scope must comply
fully with GDPR principles—most notably “privacy by design and
by default” (GDPR Art. 25). Moreover, the GDPR features robust
enforcement mechanisms, including the administrative fines of
up to four percent of an organization’s global annual revenue
(GDPR Art. 83), which reflects the “Brussels effect” by incenti-
vizing global adherence to EU data protection standards
(Bradford, 2020).

The Clearview AI controversy illustrates the EU’s view on
unlawful FRT practices. Clearview AI, a company specializing in
FRT that scours publicly available sources for training data, col-
lected facial images from various online platforms without user
consent, prompting regulatory backlash in multiple jurisdictions.
In May 2022, the UK’s Information Commissioner’s Office (ICO)
imposed a £7,552,800 fine on Clearview for breaching GDPR
(ICO, 2022). Such an enforcement underscores that even if a
government entity justifies the use of FRT based on public safety
or security imperatives, it must still observe stringent data pro-
tection standards and fundamental rights requirements.

Alongside the principle of ‘Privacy by Design’ (PbD), the data
minimization principle—enshrined as a broader requirement
under GDPR Article 5(1)(c)—stipulates that data collection be
strictly limited to what is necessary for the intended purpose,
thereby further reinforcing the goal of protecting personal data.

Table 1 Use of FRT under Article 5 of EU AI Act.

• Prohibited use of FRT for untargeted scraping of facial
images.

The placing on the market, the putting into service for this specific purpose, or use of AI
systems that create or expand facial recognition databases through the untargeted scraping
of facial images from the internet or CCTV footage is prohibited.

• Prohibited use of FRT for ‘real-time’ and remote law
enforcement systems.

The use of ‘real-time’ remote biometric identification systems in publicly accessible spaces
for the purposes of law enforcement is prohibited.

• Exceptional use of FRT allowed for ‘real-time’ and
remote law enforcement systems.

(i) for the targeted search for specific victims of abduction, trafficking in human beings or
sexual exploitation of human beings, as well as searching for missing persons;
(ii) for the prevention of a specific, substantial and imminent threat to the life or physical
safety of natural persons or a genuine and present or genuine and foreseeable threat of a
terrorist attack;
(iii) for the localization or identification of a person suspected of having committed a
criminal offence, for the purpose of conducting a criminal investigation, prosecution or
executing a criminal penalty for offences referred to in Annex II and punishable in the
Member State concerned by a custodial sentence or a detention order for a maximum
period of at least four years.
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In line with the data minimization principle outlined in Article
3(1) of the PIPA, Korea has also begun to incorporate PbD
principles into guidelines and enforcement decisions issued,
which are less formalized than the EU. This concept is crucial in
assessing when public safety can legitimately override privacy
rights. By embedding PbD and data minimization principles from
the outset, governments can effectively demonstrate that any
restrictions on individual rights are strictly proportionate to what
is necessary to achieve legitimate security goals.

To summarize, in the EU, “PbD” is explicitly encouraged (as
reflected in the GDPR) to embed data protection safeguards,
including data minimization, from the early stages of AI design
and development. In contrast, while Korea’s approach seeks to
align with international standards, it is still evolving in terms of
how these design principles should be practically operationalized,
particularly in the context of biometric technologies like FRT.
Moreover, Korea’s “high-impact” framework, which seems to be
more neutral in tone than the EU’s “high-risk” regime, is marked
by conceptual vagueness; this abstractness increases the likelihood
that it will be interpreted in a pro-market fashion, much like its
traditional ICT regulation6. This situation underscores the
inherent challenge of balancing the promotion of technological
innovation with the needs for robust oversight to protect fun-
damental rights.

This leads to the following question: when does public safety
sufficiently outweigh individual rights? In the EU, the AI Act
narrows that scope by strictly limiting real-time FRT usages to a
few exceptional scenarios. Korea’s approach hinges on the
interpretation of “high-impact,” a rather abstract concept, which
may allow agencies to argue that security priorities justify the
broader adoption of FRT. The Incheon Airport case (explored
further in this study) illustrates how divergences in regulatory
regimes manifest in practice, giving rise to ongoing controversies
over privacy: while the authority recognized the security rationale
for large-scale data collection, many voices in the public debate
and legal communities have questioned whether those measures
unduly threaten individual liberty. Examining this scenario is still
instructive for future AI regulations, as it demonstrates the
potential risks to individual rights when personal data is exten-
sively processed by AI systems. Absent rigorous oversight, even
ostensibly legitimate public safety measures can jeopardize fun-
damental rights.

The Incheon Airport Case
1. Background. The Ministry of Justice of Korea, in collaboration
with the Ministry of Science and ICT of Korea, had been building
an AI system for identification and tracking to enable immigra-
tion control from 2019 to 2022. Facial images and personal
information such as nationality, gender, and age of more than 170
million individuals, including Koreans and foreigners, which had
been collected during the immigration process became accessible
to private entities entrusted with establishing the system (KBS
News, 2021). Figure 1 illustrates how personal information is
collected, stored, processed, and eventually screened in the AI
system training workflow.

In October 2021, several Korean media reported that the AI
identification and tracking system might have violated the PIPA by
granting private entities extensive access to personal data. After
performing an investigation from December 2021 to April 2022,
the authority found the system “generally legitimate” but noted
several minor violations of the PIPA requirements (PIPC, 2021a).

2. Legitimacy of facial image processing in the Incheon
Airport Case. In assessing the legality of FRT use, the first issue is
whether the collection of facial images from the Incheon Airport

passengers fell within the scope of the PIPA. The Personal Infor-
mation Protection Commission of Korea (PIPC), the national
authority responsible for overseeing personal data protection,
concluded that while facial images are considered personal infor-
mation, data derived from such images through technical methods,
such as feature extraction, qualifies as biometric information. As
such, it is classified as ‘sensitive information’ (Enforcement Decree
of the PIPA Art. 18), which is a more sensitive category and is
subject to stricter safeguards than general personal information.
This interpretation is consistent with the standards set forth in the
PIPC’s Biometric Information Protection Guideline, issued in
September 2021 (PIPC, 2021b), as illustrated in Figure 2. Under
both the PIPA and the guideline, where facial images are deemed
sensitive information, personal information controllers are pro-
hibited from processing those data unless exceptional circum-
stances are applicable (PIPA Art. 23(1)).

Under the PIPA, processing of sensitive information is
prohibited by default but allowed under two exceptional
circumstances: (i) when personal information controllers obtain
the consent of data subjects or (ii) when other statutes require or
permit the processing of sensitive information. In the case of
Incheon Airport, because data subjects’ consent was not obtained,
the PIPC had to determine whether the processing could be
justified based on the second circumstance. The data processing
in question primarily concerned immigration control, and upon
review of the ‘Immigration Act’, the PIPC affirmed that it
provides a legal basis for the processing of sensitive information.
According to the PIPC, provisions of the Immigration Act related
to the collection of biometric information from both nationals
and foreigners during immigration inspections may serve as a
legal basis for requesting or permitting the processing of sensitive
information under Article 23(1)(2) of the PIPA.

The second issue is whether using the collected facial images to
develop an AI system for immigration control constitutes
processing within the scope of the purpose when the data is
collected. The Immigration Act stipulates that the purpose of
immigration affairs is to ensure safe border control (Art. 1) and
that entry or departure inspections may be substituted with those
using an informatization device (Arts. 3(2) and 6(3)). Based on
these provisions, the PIPC concluded that the AI facial
recognition system for advanced border control aligns with the
purpose of the Immigration Act and that the use of facial images
to train the AI system falls within the scope of the originally
intended processing purpose at the time of data collection.

However, the legal status of entrusted private entities was still
unclear. The PIPA delineates two conditions under which
personal information can lawfully be transferred from a personal
information controller to a third party: (i) when the controller
provides personal information to a third party (Art. 17); or (ii)
when the controller entrusts the processing of personal informa-
tion to a third party (Art. 26). In the Incheon Airport case, the
question is whether the Ministry of Justice of Korea’s behavior fell
under ‘the provision of personal information’ or ‘entrusting the
processing of personal information’ to a third party.

The Supreme Court of Korea ruled that in order for a third
party responsible for personal information processing under the
PIPA to be a direct stakeholder under Article 17 rather than an
entrusted party as per Article 26, the third party must have an
‘independent interest’ apart from the compensation for entrust-
ment. In addition, the court specified that whether a specific
behavior constitutes provision or entrustment to a third party is
determined by the purpose and method of acquiring personal
information, presence of compensation, actual management and
supervision of the trustee, impact on the necessity of protecting
the personal information of the data subject, and determining
who is the de-facto user of such personal information (Supreme
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Court of Korea, 2016). Based on this legal doctrine, the PIPC
concluded that the outsourcing in this case should be regarded as
entrustment, as there was no independent interest that aligned
with the original purpose and scope of information collection.

Article 26(2) of the PIPA stipulates that when a personal
information controller entrusts personal information processing,
they must disclose the details of the entrusted affairs and the

entity that processes the personal information so that a data
subject can easily recognize them at any time. However, in this
case, the Ministry of Justice of Korea, the entity that entrusted the
collection of personal information, failed to fulfill this obligation.
Consequently, the PIPC imposed a fine of 1 million KRW
(approximately 700 USD) on the Ministry of Justice of Korea for
violating the disclosure obligation of the PIPA.

Fig. 1 Information processing workflow for AI model in the Incheon Airport case.

Fig. 2 Diagram of the concepts related to biometric information.
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3. Regulatory gaps in the Incheon Airport Case. As illustrated by
the Incheon Airport case, the PIPA makes several limitations on
safeguarding fundamental rights when processing personal
information through FRT. Similar to the GDPR, Articles 3(1) and
3(4) of the PIPA explicitly delineate the principle of data mini-
mization and a risk-based approach. However, these principles
are not specifically stipulated, and the PIPA does not include a
PbD requirement akin to Article 25 of the GDPR. Furthermore,
the PIPA fails to adequately differentiate between “high-impact”
AI applications and those that pose lesser risks. The absence of
systematic criteria for evaluating potential harms could lead to a
regulatory vacuum, thereby hindering effective data protection
practices and undermining the balance between public safety and
individual rights.

The regulatory gaps evident in the Incheon Airport case exemplify
the divergent approaches to privacy regulation in Korea and the EU,
reflecting underlying cultural and institutional differences that shape
each jurisdiction’s understanding of the relationship between
individual rights and public interests. Korea’s regulatory framework
is deeply influenced by its state-led economic development model,
which has prioritized national competitiveness and technological
innovation since the 1960s. This legacy of developmental state has
fostered a regulatory culture in which privacy protection is viewed
through the lens of balancing individual rights against collective
goals of economic development. The Korean approach maintains
governmental flexibility to adapt AI regulations in response to
technological advances and industrial demands, reflecting a belief
that the state should play a leading role in coordinating competing
interests to achieve socially optimal outcomes. The Incheon Airport
case demonstrates how such a flexible regulatory approach can
create regulatory gaps where emerging technologies like FRT systems
are deployed for purposes of public safety and operational efficiency.

In contrast, the EU’s rights-based approach to privacy
regulation emerges from its post-World War II commitment to
protecting individual dignity and democratic values as a response
to historical experiences with totalitarian regimes. The EU treats
privacy as a fundamental right enshrined in the Charter of
Fundamental Rights, thereby shaping a regulatory philosophy in
which personal data protection is positioned as constraints on
economic activity, rather than as a value to be balanced alongside
it. This rights-first approach manifests in the GDPR’s emphasis
on individual autonomy, explicit consent, and strict limitations
on data processing, with severe penalties that are applicable
without regard to potential economic benefits. This difference
reflects distinct social contracts that Korea’s approach regards
rights as interests to be balanced against collective development
goals, whereas the EU treats them as inherent limitations on state
and corporate power. As a result, regulatory gaps like those
observed in the Incheon Airport case are less likely to occur under
the EU’s regulatory frameworks.

The discussion above has focused on the regulatory gaps within
Korea’s legal framework for FRT, particularly from the
perspective of the PIPA. However, while the AI Framework Act
is not yet effective, the PIPA is not the sole law within the Korean
legal system that can be applied to regulate FRT; other provisions
of traditional or newly enacted administrative regulation can also
play a role. Therefore, even if the PIPA presents inherent
limitations, context-specific regulation for FRT may still be
applied in accordance with general administrative regulatory
principles and specific rules. The following chapter examines this
issue in detail.

Legal challenges of Policing with FRT in South Korea
Korea’s administrative law framework shares its doctrinal foun-
dations with continental European systems. However, in the

context of fundamental rights, Korea exhibits significant diver-
gence in practice – especially in how surveillance technologies
such as FRT are deployed for policing. This section evaluates key
legal challenges under Korean administrative law by examining
how regulations governing FRT interact with and are constrained
by constitutional principles, particularly statutory reservation and
proportionality. This structure helps illuminate the gaps and
tensions between technological enforcement practices and the
protection of individual rights in the Korean legal context.

1. Principle of statutory reservation. According to Korean
administrative law, “policing” refers to public agencies’ admin-
istrative actions aimed at preventing risks to public safety,
maintaining order, and resolving disturbances (Chung, 2024).
These actions constitute administrative investigations (Lee et al.,
2020) and are principally carried out by the National Police
Agency under the Ministry of the Interior and Safety of Korea
(Government Organization Act Art. 34(5)). When private entities
perform policing functions on behalf of the state—as in the
Incheon Airport case—their activities are likewise treated as
administrative actions under the law.

Doctrine of legal basis Article 37(2) of the Constitution of
Korea allows for restriction of individual liberty only by law for
national security, public order, or public welfare. This principle is
operationalized through statutes such as the General Act on
Public Administration (Art. 8) and the Framework Act on
Administrative Regulation (Art. 4), which require that adminis-
trative measures limiting individual rights be based on clear
legislative authorization. The Constitutional Court reinforced this
position, demanding heightened specificity in areas affecting
fundamental rights (Constitutional Court of Korea, 1999).

Despite these safeguards, as illustrated by the Incheon Airport
case, a particularly relevant issue arises concerning the so-called
‘general authorization clause’—an abstract legal provision that
grants broad discretionary powers without clearly defined
conditions or scope. This concept has its roots in the past police
administrative laws (Polizei- und ordnungsrechtliche General-
klausel) of Germany, and serves as the basis for permitting
administrative actions without detailed, specific statutory provi-
sions. However, the use of general authorization clause has
provoked academic debates in Korea. While some scholars argue
that such clauses do not satisfy the constitutional requirement of
statutory specificity (Cho, 2018), others suggest the clause serves
as a practical mechanism to overcome the inflexibility inherent in
a formalistic interpretation of the rule of law (Lee S, 2018)7. This
legal ambiguity continues to fuel controversy over the legitimacy
of such practices in contexts where they may potentially violate
fundamental rights, such as biometric surveillance.

Policing with FRT under general authorization clauses became
controversial in Germany following the use of a FRT by Hamburg
police during the violent protests at the G20 Summit in 2017. The
police tracked suspects using facial recognition software Videmo
360 by analyzing facial images obtained through CCTV and the
Internet (Montag et al., 2021), leading to concerns over the
legality of the measure. The Hamburg Data Protection Authority
(DPA) argued that it violated the principle of statutory
reservation and ordered the deletion of the biometric database.
In response, the Hamburg police contended the use of FRT was
lawful under the general authorization clause.

Initially, the Hamburg Administrative Court (VG) overturned
the Hamburg DPA’s order. Upon appeal, the Hamburg Higher
Administrative Court (OVG) concluded that the legal dispute was
resolved because the database had already been deleted (VG
Hamburg, 2019). Thus, the court did not explicitly rule on the
role of the general authorization clause in this case, but given the
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context, investigations are likely to be widely accepted in German
law under the clause. In addition, since the case concerns the
investigative process following police administration actions, it
could be argued that the principle of statutory reservation may
also apply to policing activities conducted under a general
authorization clause.

However, this reasoning and conclusion would be problematic
in Korea because it conflicts with the need to adhere to the strict
principle of statutory reservation during the investigative process.
In criminal proceedings, using FRT for investigation purposes
without the consent of a suspect is regarded as a compulsory
investigation, thereby invoking the principles of legality (Criminal
Procedure Act Art. 199) and the warrant system (Constitution
Arts. 12(1) and (3)). If an investigation is conducted in violation
of due process (Constitution Art. 12(1)), the evidence obtained
must, in principle, be considered inadmissible under the
exclusionary rule for illegally obtained evidence (Criminal
Procedure Act Art. 308-2). Considering these provisions, it
would be difficult to claim that compliance with the statutory
reservation principle can be upheld solely by the existence of a
formal authorization clause, without examining the substantive
legality of the investigation content and procedures.

The subsequent question is whether the principle of statutory
reservation can be leniently applied and justified solely by the
general authorization clause, given that police administrative
actions are carried out prior to the investigation process. The key
point of this issue should be the extent to which a policing activity
restricts the citizens’ fundamental rights, and in many cases,
policing involving FRT is conducted without the voluntary
cooperation of the individuals concerned. Therefore, the principle
of statutory reservation should be strictly applied beyond the
general authorization clause, even during administrative policing,
which precedes the investigation stage.

Of course, it would be unreasonable and impractical to require
strict adherence to the principle of statutory reservation in all
cases of policing activities. Since the principle aims to protect
fundamental rights, it is not necessary to extend the same
standards to those that does not significantly restrict fundamental
rights. To address this challenge, compliance with the principle of
statutory reservation should be proportional to the degree of
restriction on fundamental rights. For instance, in the case of a
mandatory investigation without consent, it is reasonable to
consider that compliance with the principle of statutory
reservation requires a specific legal basis. On the contrary, for
policing activities involving voluntary cooperation of individuals,
it may be sufficient to attenuate the specificity of authorization
and rely on a general authorization clause.

In accordance with this standard, policing activities involving
the processing of personal information require more specific legal
authorization, as they are likely to restrict the liberty to act and
the right to self-determination of personal information. This is
supported by the principles of the PIPA, which require that the
purpose of personal information processing be specified and
limited to that scope (PIPA Arts. 3(1) and 3(2); Kim, 2014b), and
impose similar legal duties particularly on administrative
authorities (PIPA Art. 5). These principles—purpose specification
and limitation—are recognized under the principle of void for
vagueness in the Constitution and provide meaningful insights
when evaluating the specificity of general authorization clauses.
In addition, this reasoning is further strengthened if the
information processed during policing is classified as sensitive
information beyond general personal information (Lee, 2023).
Nevertheless, the current legal framework in Korea does not
contain specific authorization provisions for the use of FRT in
policing — let alone provisions addressing its use when it
constitutes personal or sensitive information (Kim, 2014a).

2. Principle of proportionality. The PIPA obliges personal
information controllers to manage personal information pro-
portionately to the risks posed based on Article 3(4). In addition,
Article 33 establishes an impact assessment system for this pur-
pose, and subordinate standards mandate risk analysis to prevent
data breaches. While these provisions suggest a robust framework
for a risk-based approach, the actual application, as demonstrated
by the Incheon Airport case, reveals inconsistencies in risk man-
agement. Particularly, it does not seem to adequately consider the
differences in the risks associated with processing personal and
sensitive information.

In the case of Incheon Airport, the PIPC avoided the dichotomy
of categorizing all biometric information as either personal or
sensitive information. The PIPC distinguished the generated
feature information from the original facial images collected,
classifying only the former as sensitive information, while the
latter was treated as personal information (PIPC, 2021a).
Therefore, at first glance, it appears that the risk-based approach
has been effectively applied in the case of Incheon Airport.

By definition, the PIPA’s distinction between personal and
sensitive information should reflect the fact that data subjects are
at a higher risk from a breach of sensitive information than of
personal information. In this regard, the PIPA provides only two
legal justifications for collecting and using sensitive information,
while there are seven legitimate options for collecting and using
personal information, as illustrated in Table 2. Thus, at first
glance, the PIPA’s regulations appear to effectively fulfill the
intent of its risk-based approach; however, two main issues arise
in this regard.

Under a risk-based approach, a specific category of personal
information classified as ‘sensitive’ must be safeguarded by a
more stringent protection mechanism (Tang, 2024). However,
although not applicable in the Incheon Airport case, the intent of
the PIPA to differentiate between personal and sensitive
information through a risk-based approach could be effectively
nullified, as Articles 15(1)(1) and 23(1)(1) can be readily fulfilled
through a single consent. Even if FRT offers significant benefits, a
proper risk-based regulatory system should assess the specific
context of its use, carefully weighing the magnitude and nature of
its countervailing risks and imposing more nuanced controls. In
its current form, the PIPA does not seem to fully achieve this
balance, as its reliance on broad legislative justifications may
undermine the intended differentiated legal requirements and
obligations between personal and sensitive information.

Furthermore, similar issues may arise with another exception
regarding the permissibility of processing sensitive information:
whether such processing is authorized by other applicable laws.
Article 23(1)(2) does not clearly define what constitutes request
or permission for the processing of sensitive information under
another law, leaving uncertainty for justification in an overly
abstract manner. In contrast, Articles 15(2) through 15(7), which
describe the requirements of permitting the processing of
personal data without consent, are more detailed. Consequently,
there appears to be little distinction between the processing of
personal and sensitive data when such processing without
consent is authorized by other applicable laws. This, in turn,
may result in a regulatory gap that fails to adequately reflect the
differing levels of risks associated with personal and sensitive
information.

In contrast, the GDPR, which has significantly influenced the
recent amendment of the PIPA, not only stipulates that the
processing of personal data for public interest (Art. 6(1)(e)) must
incorporate comprehensive safeguards, but also requires that
special categories of data (Art. 9(2)(g)) be processed only when
necessary for substantial public interest—supported by additional
controls under Article 9(4). Therefore, although both the GDPR

HUMANITIES AND SOCIAL SCIENCES COMMUNICATIONS | https://doi.org/10.1057/s41599-025-05411-9 ARTICLE

HUMANITIES AND SOCIAL SCIENCES COMMUNICATIONS |         (2025) 12:1104 | https://doi.org/10.1057/s41599-025-05411-9 7



and PIPA aim to implement the risk-based approach, the PIPA’s
framework tends to exhibit a form of “downward harmonization”
in protecting fundamental rights, compared to the GDPR’s more
rigorous approach of “upward harmonization.” Reliance on broad
legislative justifications provided by the general authorization
clause—such as the Immigration Act—may inadvertently under-
mine the proportional safeguards for policing through FRT.

Toward a comprehensive data governance framework
for FRT
The Incheon Airport case underscores the profound tension
between public safety and the protection of fundamental rights as
technology advances. Korea’s existing regulatory framework,
including the PIPA and administrative law, is inherently vul-
nerable in light of the constitutional principles of statutory
reservation and proportionality. Furthermore, the forthcoming AI
Framework Act, with its ambiguous “high-impact” classification
and a traditionally pro-market approach rooted in Korea’s ICT
policies, is likely to yield lax regulation as well. As a result, reg-
ulatory gaps in safeguarding fundamental rights may need to be
addressed solely through self-regulatory guidelines, which must,
at a minimum, incorporate the core principles of PbD and data
minimization, in line with international standards. The followings
are key takeaways to consider moving forward.

1. Establishing more specific, operable data governance. A
robust data governance framework is essential for ensuring that
FRT systems deliver public safety benefits while rigorously pro-
tecting individual privacy. To achieve this balance, concrete
measures—grounded in the risk-based approach and data life-
cycle management principles—should be implemented. First,
mandatory data minimization should be enforced so that only the
essential biometric data required for specific functions are col-
lected and processed, reducing unnecessary disclosure. In addi-
tion, establishing clear data classification standards is critical; by
categorizing data based on its sensitivity, regulators can imple-
ment differentiated controls tailored to each risk level.

Second, policy measures that strengthen data transparency and
accountability are equally vital. For instance, public institutions
could be required to disclose metadata about FRT databases—
such as collection times, purposes, and retention periods—
thereby providing stakeholders with critical insights into data
practices. In parallel, technical safeguards such as robust
encryption protocols and role-based access controls should be
implemented to prevent unauthorized access. Additionally, clear
data retention policies—including automated deletion schedules
(e.g., six months after case resolution)—are essential to mitigate
the risks of long-term data exposure and misuse.

Furthermore, to foster a truly privacy-centric approach, Korean
policymakers should consider incorporating international stan-
dards such as ISO 27701 into procurement and operational
guidelines. This would promote consistency in privacy practices
and create a more transparent and accountable system for
handling biometric data. In addition, establishing rigorous data
lifecycle management practices—including explicit retention
schedules, regular audits, and effective citizen grievance chan-
nels—would enhance the overall integrity of FRT systems. Given
that existing statutory regulations remain insufficient, filling these
gaps through self-regulatory guidelines would be required.

Finally, establishing public engagement mechanisms—such as
dedicated citizen grievance channels on government websites—
can empower individuals to report concerns and seek redress,
thereby reinforcing public trust in the system. This is crucial
because existing data governance structures are insufficient to
effectively address individual complaints and provide redress
following violations of fundamental rights. By integrating these
specific and operable measures, a comprehensive data governance
framework can be established—one that effectively balances
innovation, public safety, and the protection of fundamental
rights.

2. Strengthening “Privacy by Design” Principle. A key element
in enhancing privacy is the systematic adoption of PbD principles
across the entire lifecycle of FRT systems. PbD, as explicitly sti-
pulated in the GDPR, mandates that data protection safeguards
be integrated into systems from the outset. This includes not only
default privacy settings but also the principle of data minimiza-
tion—ensuring that only the necessary data is collected and
processed. Such proactive measures are designed to ensure that
privacy is not an afterthought, but a fundamental component of
system design.

In contrast, while Korea’s regulatory framework is theoretically
aligned with international standards, its practical implementation
of PbD—particularly in the area of biometric technologies like
FRT—remains underdeveloped. Korean legal systems often fall
short of fully operationalizing these principles. To fill this gap,
Korea’s forthcoming AI Framework Act would present a critical
opportunity to mandate specific PbD requirements for FRT
systems. Drawing from Article 25 of the GDPR, Korea could
require FRT systems to extract only the essential facial features
needed for their designated function – such as geometric facial
landmarks rather than full facial images – thereby reducing the
volume of personal data processed. This technical refinement
should be coupled with impact assessments conducted before
FRT deployment, similar to Article 35 of the GDPR’s Data
Protection Impact Assessment requirements.

Table 2 Types of lawful processing of personal and sensitive information under the PIPA.

Sensitive Information (Article 23(1)) Personal Information (Article 15(1))

1. Where consent is obtained from a data subject.
2. Where other statutes or regulations require or permit the
processing of sensitive information.

2. Where special provisions exist in other statutes or it is unavoidable due to obligations
under statutes or regulations.
3. Where it is unavoidable for a public institution’s performance of work under its
jurisdiction as prescribed by statutes or regulations, etc.
4. Where it is necessary to take measures at the request of a data subject in the course
of performing a contract concluded with the data subject or concluding a contract.
5. Where it is deemed manifestly necessary for the protection, from imminent danger, of
life, bodily and property interests of a data subject or a third party.
6. Where it is necessary to attain the legitimate interests of a personal information
controller, which such interest is manifestly superior to the rights of the data subject.
7. Where it is urgently necessary for the public safety and security, public health, etc.
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In particular, ISO 31700, published in February 2023, can serve
as a practical blueprint for adapting these principles to Korea’s
regulatory environment. This standard transforms Ann Cavou-
kian’s original seven PbD principles into 30 comprehensive
requirements divided between high-level guidance (ISO 31700-1)
and concrete implementation examples (ISO 31700-2). For
Korean FRT systems by state, ISO 31700 could be operationalized
through several specific measures such as implementing auto-
mated data deletion schedules, incorporating real-time consent
mechanisms for non-essential uses beyond public safety.
Furthermore, it is worth considering their incorporation into
the AI Framework Act’s fundamental rights impact assessments
for high-impact AI systems (Article 35). Embedding PbD
requirements into such evaluations would not only align Korea
with global best practices but also strengthen the normative
coherence of its data governance in high-stakes domains such as
biometric surveillance and FRT-based policing.

3. Balancing security imperatives and individual rights. It is
clear that FRT can offer substantial benefits to public safety and
security. It has been effectively employed to locate missing per-
sons, identify suspects in criminal investigations, and prevent
potential security threats. However, these advantages come with
serious concerns over privacy invasion, threats to civil liberty, and
mass surveillance. Unchecked deployment of FRT can lead to
pervasive data collection and unwarranted intrusions into indi-
vidual lives, thereby eroding fundamental rights such as privacy,
data protection, and human dignity.

Importantly, while both Europe and Korea ostensibly aim to
protect these fundamental rights through their regulatory
approaches, the underlying legal frameworks and societal values
differ significantly. In Europe, the regulations like the GDPR and
the EU AI Act incorporate robust measures—such as explicit PbD
principles and data minimization requirements—to ensure that
any deployment of FRT is subject to strict and risk-based
oversight. Conversely, Korea’s framework, with its “high-impact”
classification of AI systems, reflects a historically pro-market
orientation that prioritizes ICT innovation and economic growth.
This results in a regulatory approach where the protection of
fundamental rights is often less clearly defined and rigorously
enforced, despite both regions’ stated commitments to safe-
guarding individual liberty.

These divergent legal and cultural contexts lead to differing
outcomes in practice. In Europe, the well-articulated risk-based
framework tends to impose stringent oversight on FRT applica-
tions, ensuring that any intrusion into personal privacy is
proportionate to its public safety benefits. In contrast, Korea’s
more ambiguous “high-impact” categorization can leave signifi-
cant regulatory gaps, potentially allowing extensive data collection
under the guise of public interest. Consequently, even when both
regions base their regulatory approaches on fundamental rights,
the de-facto protection afforded to individuals may vary
markedly. This discrepancy underscores the importance of
tailoring regulatory strategies to local legal traditions and societal
expectations, ensuring that the pursuit of technological advance-
ment should not be performed at the expense of essential human
rights.

Concluding remarks
In conclusion, the Incheon Airport case represents a pivotal
moment in the study of AI-integrated FRT since it offers a
concrete example of the risks and challenges inherent in
deploying such technologies. This case demonstrates how see-
mingly similar risk-based regulatory approaches can yield
markedly different outcomes depending on the cultural,

institutional, and historical contexts that shape their imple-
mentation. The regulatory gaps identified in Korea’s handling of
FRT deployment reveal the complicated interplay between tech-
nological innovation, privacy protection, and democratic
accountability in contemporary AI governance.

The comparative analysis between Korea’s developmental state
approach and the EU’s rights-based framework illuminates fun-
damental differences in regulatory philosophy that extend
beyond technical specifications. While both Europe and Korea
ostensibly seek to protect individual rights through stringent data
protection and surveillance regulations, the Incheon Airport case
reveals that Korea’s “high-impact” framework—characterized by
its abstract criteria and a pro-market orientation—may result in
protections that differ from, and are potentially weaker than,
the EU’s more clearly delineated “high-risk” model. These dif-
ferences underscore that the regulation of AI-driven technologies
is not solely a technical or procedural issue; rather, it is deeply
intertwined with the cultural, legal, and historical context of
each jurisdiction.

The systematic adoption of PbD principles across FRT system
lifecycles offers a pathway toward reconciling these tensions. As
demonstrated through the operationalization of ISO 31700 stan-
dards and Article 25 of the GDPR requirements, the technical
measures such as data minimization, automated deletion sche-
dules, and mandatory privacy impact assessments can be adapted
to different regulatory environments while maintaining core
privacy protections. Korea’s forthcoming AI Framework Act
presents a critical opportunity to embed these concrete safeguards
into its regulatory architecture, potentially addressing the gaps
revealed by the Incheon Airport case.

The implications of Korea’s regulatory history and experience
provide valuable lessons to the other countries beyond national
boundaries, particularly in light of the evolving international AI
governance paradigm following the Trump administration’s shift
in the United States toward more market-friendly regulatory
approaches. Korea’s case offers valuable lessons for the emerging
pro-market international framework: while regulatory flexibility
can foster innovation and economic competitiveness, it requires
robust institutional mechanisms to prevent the erosion of fun-
damental rights. The Incheon Airport case illustrates how market-
oriented regulatory environments can enable rapid technological
deployment while simultaneously generating privacy protection
vulnerabilities that undermine public trust and democratic
accountability.

Ultimately, the insights of this case emphasize that effective AI
governance cannot solely rely on technical solutions or proce-
dural frameworks. Instead, it requires a nuanced understanding
of how regulatory approaches are shaped by cultural values,
institutional legacies, and societal priorities. As global AI gov-
ernance increasingly embraces market-driven approaches, pol-
icymakers should learn from Korea’s experience to embed PbD
principles and constitutional requirements into regulatory fra-
meworks from the outset. The challenge lies not in choosing
between innovation and rights protection, but in developing a
governance mechanism that can accommodate both imperatives
while maintaining democratic legitimacy and public trust. The
Incheon Airport case thus serves as both a cautionary tale and a
roadmap for navigating the complex terrain of AI governance in
an interconnected world where technological deployment
increasingly outpaces regulatory adaptation.

However, this study is subject to certain limitations, as it seeks
to derive global legal and policy implications from a single case
study in Korea. The selection of this methodology was, to some
extent, unavoidable, given that FRT is a cutting-edge field and
government-related privacy violation issues are rarely disclosed to
the public. Nevertheless, future research should aim to broaden
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the scope and depth of analysis by undertaking a systematic
comparison with regulatory approaches adopted by other Asian
countries with cultural similarities to Korea, as well as Western
countries with distinct legal and institutional traditions. Through
such comparative efforts, it is hoped that a more appropriate
balance can be achieved between the benefits and risks associated
with FRT.
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Notes
1 Incheon International Airport stands as a critical global hub, having maintained the
number one ranking in the World Airport Service Awards for 12 consecutive years,
while also ranking second in international cargo transportation and fifth in
international passenger transport. As of October 2024, it serves 100 airlines with
scheduled flights connecting 178 cities in 54 countries. With an impressive annual
operational scale of approximately 358,000 flights, 70 million passengers, and 2.95
million tons of cargo processed, policy decisions implemented at Incheon are poised to
have significant global ramifications, influencing air travel, international trade, and the
overall connectivity of global transportation networks. Source: https://www.airport.kr/
co_ko/576/subview.do (Accessed 24 Mar 2025)

2 In response to the Ministry of Justice’s project, several civic societies filed a
constitutional complaint. They argued that providing personal data—such as
nationality, date of birth, and gender—of both Korean and foreign individuals to
private companies without a legal basis infringes on their right to self-determination
over personal information and violates their right to privacy and liberty.

3 The guideline aims to outline directions and principles for managing privacy risks in
AI. Developed through discussions of the “Public-Private AI Privacy Policy Council,”
convened by the Personal Information Protection Commission of Korea, it is intended
to be flexible enough for AI model and system developers and providers to adapt to
their respective needs. Notably, its primary audience consists of companies and
institutions seeking to establish, refine, or overhaul their internal privacy management
frameworks as they adopt or apply AI technologies. Spanning the entire AI lifecycle—
from pre-training and additional training to AI system development and provision—
the model offers a comprehensive approach to risk management. Plans are also in
place to create additional guidance tailored to specific groups, such as small-scale
organizations and startups. This guideline will undergo continuous revision and
improvement in response to evolving legal, institutional, and technological conditions.

4 For instance, the Act explicitly prohibits the use of real-time remote biometric
identification systems in publicly accessible spaces for law enforcement—although this
prohibition is tempered by broad exemptions—while mandating that high-risk
systems comply with rigorous technological requirements, undergo fundamental rights
impact assessments before deployment, and provide individuals with remedial rights
such as the ability to obtain an explanation for decisions made by the system.

5 In Article 5 (Relationship with Other Laws) of the AI Framework Act (effective in
2026), it stipulates as (1) Except where otherwise specifically provided by other
statutes, matters concerning AI, AI technology, AI industry, and AI society (as “AI,
etc”) shall be governed by the provisions of this Act. (2) Where enacting or amending
other statutes concerning AI, etc., such legislation shall conform to the purpose of
this Act.

6 Nonetheless, some critics caution that its broad, non-specific wording may
inadvertently extend regulation to a wider range of AI systems. (Park, 2024)

7 The arguments supporting the general authorization clause for policing emphasize that
requiring specific legal provisions for each policing activity would make it difficult for
governments to fulfill their risk-prevention duties in a complex and rapidly changing
modern society. They argue that while policing without a legal basis is impermissible,
the principle of statutory reservation is still upheld if the related laws include general
authorizations clauses, regardless of the specifics of the policing. Proponents often cite
Article 2 of the Act on the Performance of Duties by Police Officers, which broadly
defines police duties, as the basis for such general authorization.
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